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About Cybera

Cybera is Alberta’s research and education network facilitator,
responsible for driving connections, collaborations and skills
growth through the use of digital technology.
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Part 1: The Service
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Miridor

From Spanish: mir-a-dor
/"'mirador/
noun

1. aturret or tower attached to a building and
providing an extensive view.
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Miridor: What is it?
e A multi-tenant Intrusion Detection System
e Basedon Suricata

e Available to our members

e Requiring no software, agents, or hardware
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Miridor: Why did we make it?

e Forourmembers

e Little budget and resources required for members
to run this on their own

e Low barrierto entry

e Novel combination of Systems, Network, and
Systems Operations
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Miridor: What does it do?

e (aptures/ analyses member traffic

e Storesanddisplays alerts
o Abnormal activity
o Active attacks
o Insecure applications

o Flag dangerous domains and IP addresses

e Filtersand exports results for further analysis
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Miridor: What can it be used for?

e I|dentifying potential vulnerabilities
e Provide an external point of view
e Enhancingfirewall rules

e Root cause analysis
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Miridor: What doesn't it do?

e (apture internal network traffic
e [eep packet inspection
e Malware analysis

e FunctionasaSIEM replacement
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Miridor Portal

cv?;g Home Graghs Connections Bandwidth Midor Lantern Logged in as. cameron retchiord@cybers.ca | Logout | Contact Us
Miridor Events Options

» SOL Query Time Filters

®  Range | StarvEnd

Timestamp Source Destination Protocol  Signature D Signature Category Severhty ol

Aprit 27,2022, 364 pm. e 2403373 ET CINS Active Threat inteligence Poor Reputation 1P group 74 Masc Attack 2

April 27, 2022, 354 pm. TP 00119 ET SCAN Potential SSH Scan Attempted Information Leak 2

April 27,2022, 354 pm. c» 2500024 ET COMPROMISED Known Compromised or Hostle Host Traffic group 13 M Attack 2 Data Filters

April 27,2022, 354 pm, e 2010935 ET SCAN Suspicious mbound to MSSQL port 1433 Potentially Bad Traffic 2 Source P

April 27,2022, 364 pm. TCcP 2070936 ET SCAN Suspicious inbound to Oracle SOL port 1521 Potentially Bad Traffic 2

April 27,2022, 384 pm. e 2800012 ET COMPROMISED Known Compromised or Hostile Host Traffic group 7 Misc Attack 2 Destinaton 5

Aprii 27,2022, 354 pm. TCR 2001219 ET SCAN Potential SSH Scan Attempted Information Leak 2

April 27,2022, 384 pm. L= 2010839 T STAN Suspcious mbound to PestgreSQL port 5432 Potentially Bad Traftc 2 Sowsce Port

April 27,2022, 354 pm. ce 2403338 ET OINS Active Threat inteligence Poor Reputaton IP group 39 Mesc Attack 2

April 27,2022, 354 pm. ©e 2010935 ET SCAN Suspicious mbound to MSSQL port 1433 Potentially Bad Traffic 2 Destination Pest

April 27,2022, 354 pm. TP 200937 ET SCAN Suspicious mbound to mySQL port 3306 Potentially Bac Traffic 2

April 27,2022, 354 pm. e 2036220 ET INFO Android Device Connectivity Check Potential Corporate Privacy Vioiation 1

April 27,2022, 354 pm. e 2031071 ET INFO Microsoft Connection Test Potentially Bad Tratfic 2 emp

April 27,2022, 364 pm. TCR 2402000 ET DROP Dshieid Biock Listed Source group 1 Mesc Attack 2

April 27,2022, 363 pm. uoP 210en GPL SN pubiic access udp Attempted Information Leak 2 painin

Apeil 27, 2022, 363 pm. TcR 2010835 ET SCAN Suspicious mbound to MSSQL port 1433 Potentially Bad Traffic 2

April 27,2022, 363 p.m. TCce 2010937 ET SCAN Suspicious indound to mySQL port 3306 Potentially Bad Traffic 2

Aprii 27, 2022, 353p.m Tce 2000835 ET SCAN Suspicious inbound to Oracle SOL port 1521 Potentially Bad Traffic 2 Run
April 27,2022, 363 pm. uoe 204N GPL SNWP public access udp Attempted informaton Leak 2

P —— >  mm e pre—— : [ ——
Apeil 27, 2022, 363 pm. TcP 2036220 ET INFO Android Device Connectivity Check Potential Corporate Privacy Violation 1

April 27,2022, 353 pm e 2036220 ET INFO Androld Device Connectvity Chack Potential Corporate Privacy Violation 1
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Miridor Portal: Authentication

Select an authentication source

Cestina | Dansk | Deutsch | English | Espafiol | eesti keel | Euskara | Suomeksi | Frangais | n'np|H;atsk|| Magygrl
Bahasa Indonesia | Italiano | 7538 | Létzebuergesch | Lietuviy kalba | LatvieSu | Nederlands | Nynorsk | Bokmal | Jezyk
polski | Portugués | Portugués brasileiro | Romaneste | pycckui si3bik | Sdmegiella | Slovenséina | Srpski | Svenska | Tirkge

| EARX | ERPX

Select an authentication source

The selected authentication source will be used to authenticate you and and to create a valid session.

* Login with a Google account

+ (oo ot 2 oot mmane e Microsoft Accounts (OAuth2)
. x[Loginviathe Canadian Access Federation o GOOgle ACCOU”tS (OAUch)
l e (Canadian Federated Access (SAML)

Copyright © 2007-2019 UNINETT AS
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Miridor Portal: Table View
Signature
Timestamp Source Destination Protocol ID Signature Category Severity
April 29, 2022, TCP 2001219 ET SCAN Potential SSH Scan Attempted Information 2
11:10 a.m. Leak
April 29, 2022, TCP 2500024 ET COMPROMISED Known Compromised or  Misc Attack 2
11:10 a.m. Hostile Host Traffic group 13
April 29, 2022, TCP 2010935 ET SCAN Suspicious inbound to MSSQL port  Potentially Bad Traffic 2
11:10 a.m. 1433
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Part 2: How it Works
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Suricata: What is it?

e High performance Intrusion Detection System
e Signature-based

e (pensource
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Suricata: Why did we choose it?

e (Choice between Zeek and Suricata
e How usefulisittousnow?

e How much workisrequired to make it useful?
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Miridor: Data Flow

Member
Traffic
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Router
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Miridor: Data Flow

Member Mirror
Traffic e
-
Router
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Destination
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Miridor: Data Flow @
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Miridor: Data Flow

Member Mirror
Traffic
— ~ -
Suricata
Router
l Fluentd
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Destination @
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cybera.ca | info@cybera.ca



http://www.cybera.ca
mailto:info@cybera.ca

cybera

Miridor: Data Flow @
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Thank you!

Questions? Contact security@cybera.ca
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