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Classical issuers trust models
Classic solutions often require Verifiers to contact Issuers in order to ensure that the information they 
receive from Holders can be trusted. This pattern is called “phoning home”.

• Issuer needs to create and 
maintain APIs available to 
Verifiers and ensure that 
connectivity is available 24x7

• Verifier needs to create and 
maintain calls to all those 
APIs from every credential 
Issuer

• Non-privacy preserving: a 
way for issuers and Verifiers 
to correlate an identity 
holder’s usage of a 
credential
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The verification of credentials across the entire education 
ecosystem remains a complex, laborious exercise
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Decentralisation and sovereignty: a new paradigm

Source:  Arino, Ll.  and Grech, A. (2021)
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Decentralisation and sovereignty: putting learners and citizens in control of 
their data!
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Conceptual Trust Models of Issuers that avoid “phoning home”

Three basic Trust Models of Issuers of Verifiable Credentials (models can be combined)
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3 key technologies for citizen’s sovereignty
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Advantages that highlight the transformative potential of verifiable 
credentials based on electronic ledgers 
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3 elements enable a new paradigm to exchange data between 
parties in a sovereign way
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Interoperability dimensions
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Interoperability dimensions: Governance



• Identity
• The eIDAS trust framework: the common language for cross-border
• Current eIDAS only defines “levels of assurance” for Verifiable IDs: Only IDs with substantial or high LoA

must be accepted by Member States
• but … IDs with others LoA low may also be accepted on a voluntary basis, according to the 

corresponding national legislation applicable to e-Government processes

• Data
• Privacy - GDPR
• Data typically embody juridical acts, such as certifying acts by public authorities and other authoritative 

sources (including private sector bodies with respect to data they’re authoritative for). 
• Therefore, in the logic of eIDAS, they constitute legally binding electronic documents, that should be 

authenticated according to the national legislation (so national legislation/rules applies for cross-border 
mobility data)
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Interoperability dimensions: Legal
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Interoperability dimensions: Technical

Verifiable credentials are the standardized 
way to pack, deliver and unpack information 
(for any domain/industry)



• An unique opportunity at EU level (… and abroad?)

• (Only) EBSI exists at EU level in the verifiable credentials space aligned to the European Self-Sovereign Identity 
Framework (eSSIF)

• And, of course, aligned to W3C, OpenID, eIDAS, ETSI 

• Some agreements reached (27MS+LI+No)
• European Learning Model – ELM: an opportunity

• Only for learning (formal, non-formal, informal)
• Proper governance must be established (not only DG-EMPL)

• MyAcademicID
• Partial schema in EBSI Wave2
• GEANT will enter EBSI Wave 3 – full schema serialization will be available

• MyAID governance will be established
• Schema ownership
• Review/approval eduPerson
• Review/approval ESI

• MyEUAID?
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Interoperability dimensions: Semantic
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New paradigm achievements: focusing on citizen, breaking educational 
SILOs, enabling LLL, PLP, SC

• Aligned to (EBSI VALUE FOR EDUCATION):
• EU Digital Strategy
• EU Data Strategy
• EU digital credentials action plan
• EU Digital action plan
• Europass decision
• Europass Digital Credentials
• European education area
• European research area
• European universities initiative
• European skills agenda
• Individual Learning Record
• eIDas trust framework
• GDPR
• Once only principle (enabling the citizens perspective)
• State of the Union address (091620) and European Council 

Conclusions (100220) for both, identity and data
• European Declaration on Digital Rights and Principles for the 

Digital Decade
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It’s not the future, it’s already available:



17

More than 100 HEIs and 7 European Universities Alliances have/are 
entering in the new paradigm

Currently, in Wave 3
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More than 15 conformant wallets (also open source ones)



Challenges for educational institutions, citizens, and private sector
• Education

• EU Digital Strategy
• EU Data Strategy
• EU Digital action plan
• EU Digital credentials action plan
• Europass decision
• Europass Digital Credentials
• European education area
• European research area
• European universities initiative
• European skills agenda

• Citizens
• State of the Union address (091620)
• European Council Conclusions (100220)
• eIDas 2

Citizens in full control of both, 
their 

Identity & Data

Needed: 
A more flexible education ecosystem
Embracing LLL, PLP, 21st Century Skills

(Up+Re)skilling of the workforce



• eIDAS 1: inherent limitations to the public sector; limited possibilities and complexity for 
online private providers to connect to the system; insufficient availability of notified eID
solutions in all Member States; citizens identity non-mandatory in all Member States; lack of 
flexibility to support a variety of use cases.

• Identity solutions falling outside the scope of eIDAS (social media providers and financial 
institutions), raise privacy and data protection concerns, and do not have cross-border 
recognition.

• A new environment where the focus has shifted from the provision and use of rigid digital 
identities to the provision and reliance on specific attributes related to those identities. 

• An increased demand for electronic identity solutions that can deliver these capabilities 
providing efficiency gains and a high level of trust across the EU, both in the private and the 
public sector, relying on the need to identify and authenticate users with a high level of 
assurance.

• A new approach to ensure that both, citizens and companies, can trust on digital services of 
the digital decade.

• A new approach to citizen’s privacy and sovereignty on their identity and data.
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eIDAS review (eIDAS2)



• Natural and legal persons.
• All MS are mandated to issue EUDIW (including PID)
• That these solutions are linked to a variety of attributes and allow for the targeted 

sharing of identity data limited to the needs of the specific service requested.
• The user shall be in full control of their identity(es) and data. 
• The issuer of the EUDIW shall not collect information about the use of the wallet
• Obligation of admission 

• by public sector entities and by private providers.
• by very large online platforms that require authentication.

• Cross border recognition principle: 
• A qualified electronic attestation of attributes issued in one Member State shall be recognised as 

a qualified electronic attestation of attributes in any other Member State.
• An attestation of attributes issued by or on behalf of a public sector body responsible for an 

authentic source shall be recognised as an attestation of attributes issued by or on behalf of a 
public sector body responsible for an authentic source in all Member States.
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eIDAS2 key highlights



22

Large Scale Pilots
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Digital Credentials for Europe (DC4EU)
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DC4EU: building bridges

The EUDI wallet is the real container 
for the Individual Learning Record 
(ILR)
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Different models, different paradigms: it’s not one or the other



Any questions?
Thank you


