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Classical issuers trust models

Classic solutions often require Verifiers to contact Issuers in order to ensure that the information they

receive from Holders can be trusted. This pattern is called “phoning home”.
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Phoning Home

Issuer needs to create and
maintain APIs available to
Verifiers and ensure that
connectivity is available 24x7
Verifier needs to create and
maintain calls to all those
APIs from every credential
Issuer

Non-privacy preserving: a
way for issuers and Verifiers
to correlate an identity
holder’s usage of a
credential




The verification of credentials across the entire education
ecosystem remains a complex, laborious exercise

TERTIARY LABOUR MARKET / PERSONAL DEVELOPMENT
SEGMENT 1 SEGMENT 2 SEGMENT 3 SEGMENT 4 SEGMENT 5 SEGMENT 6 SEGMENT 7
Primary Student Secondary Student Tertiary Student Apprentice Professional Life Long Learner Entrepreneur / SME
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University / TVET Professional Chamber Professional organisation Professional organisation Public service
(HR / Recruitment) (HR / Training / MOOCs / OERs)

Multiple different databases, multiple data formats,
multiple protocols, multiple and different user experiences




Decentralisation and sovereignty: a new paradigm

Centralised Siloed Federated Decentralised
Ecosystem :> Ecosystem :> Ecosystem :> Ecosystem
Non-managed :> Managed :> Federated :> Self Sovereign
Identity Identity Identity Identity
Paper :> Digital :> Digital :> Verifiable
Documents Documents Credentials Credentials
Non-managed :> I:> Single Digital :> Self Sovereign
Managed Data Gateways Data Mgt.

Recognition of
Formal | Quality Assurance, Standards, Interoperability (technical, legal, semantic, governance)...

Recognition of
All Learning

Education Source: Arino, LI. and Grech, A. (2021)




Decentralisation and sovereignty: putting learners and citizens in control of

their data!

Centralised and federated models
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¢ The user is not in control

* The user experience is on the context of each domain (often also

different within the same domain)
¢ There are few crossdomain information exchanges
* Verification is costly

From 'Trust by law...!

Decentralised models
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The user is fully in control
The user experience remains the same across domains and within the

same domain
There are multiple crossdomain information exchanges

Verification is easy and fast

.to 'Trust by Design'




Conceptual Trust Models of Issuers that avoid “phoning home”

Scalability, flexibility and interoperability

>
Centralised Trust Model Federated Trust Model Distributed Trust Model
For example: For example: For example:
Certificatese.g. managed PKI Trusted Lists (*) @ EbSI Ledger

C @ e Public Keys of Issuers
@ — Registry of Issuers

Trusted Schemas Registry

Three basic Trust Models of Issuers of Verifiable Credentials (models can be combined)
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3 key technologies for citizen’s sovereignty

Information is easy to verify, almost impossible to
fake and controlled by citizens

Blockchain / Ledger Digital Wallet Verifiable Credentials
Don’t Trust, Verify Not your keys, not your digital asset A new way of expressing and automating
information

Metadata | Claims | Proofs (signatures)

C23




Advantages that highlight the transformative potential of verifiable
credentials based on electronic ledgers

Trust and
Authenticity:

Verifiable
credentials
leverage
cryptographic
techniques to
ensure authenticity
and integrity.

They provide a
higher level of
trust compared to
non-verifiable
digital credentials,
as they are tamper-
resistant and can
be easily verified.

Security and

Immutability:
Verifiable
credentials are
stored in

decentralized
systems, such as
blockchain or
distributed ledgers.

This distributed
nature enhances
security and makes
the credentials
immutable,
preventing
unauthorized
changes or fraud.

Privacy and
Data Control:

Verifiable
credentials enable
individuals to have
more control over
their personal data.

They allow
selective
disclosure,
meaning individuals
can share only the
necessary
information
without revealing
their entire
credential or
identity.

Efficient
Verification:

Verifiable
credentials
streamline the
verification
process, reducing
reliance on manual
checks.

Relying parties can
quickly verify the
authenticity of a
credential by
validating it against
the distributed
ledger, saving time
and effort.

Interoperability
and Portability:

Verifiable
credentials adhere
to standardized
formats and
protocols, ensuring
interoperability
across different
systems and
platforms.

They can be easily
shared and
transferred
between
individuals,
organizations
(public and
private), or
services, making
them highly
portable.

Reduction of
Fraud and
Counterfeiting:

Verifiable
credentials, with
their built-in trust
mechanisms,
significantly reduce
the risk of fraud
and counterfeiting.

The cryptographic
techniques used in
verifiable
credentials make it
extremely difficult
for malicious actors
to forge or tamper
with the
information.

=l

Future-proof
and Scalable:

Verifiable
credentials offer a
forward-looking
solution that can
adapt to evolving
technological
advancements.

The decentralized
nature of electronic
ledgers provides
scalability, allowing
for a large number
of credentials to be
managed
efficiently.

Enhanced
Transparency
and
Auditability:
Verifiable
credentials
recorded on
electronic ledgers
enable greater
transparency and
auditability.

The transaction
history and
verification records
can be traced back,
providing a
verifiable and
immutable audit
trail.




3 elements enable a new paradigm to exchange data between
parties in a sovereign way
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Issuer Verifier
Verifiable Attestation (VA) Verifiable Presentation (VP)
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Government Educational SIOP over SIOP over Educational Company
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institution HTTPS ggg Conformant institution (e.g.job
000
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Wallet (e application)
university

for Master
enrolment’
HTTPS
elD identity proofing (X.509v3, PID, etc)

Request verifiable credential

Issue (validate) verifiable credential :ﬁ:

° Onboard on the DID registry (a must for legal entities)
Store evidences* of issuance <> Optional per MS

S

EBSI Services
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, APIs
o Present verifiable credential \ Educational and professional qualifications, titles and licenses governance
EBSI Smart contracts itati -
Check attributes of verifiable credential, enhancing Irusteg IACUEd itation Organisations
privacy, without letting the issuer to know about usage EBSI Trusted registries rusted Issuers N
(Issuer, entitlement, schemas, etc) . Trusted pseudonyms (DIDs) for Legal Entities
Blockchain Trusted schemes
o Interact with EBSI services VC Status framework




Interoperability dimensions

Organizational




Interoperability dimensions: Governance
3
Natural Legal y =r
Person Entity E\ )
o Accreditation
Natural persons Legal entities organisations
onboarding service onboarding service onbogarding it

-

Trusted Accreditation J\z
Trusted issuer Organisation (TAO)

V]
(T) 4 EQAVET
European Quality Assurance
in Vocational Education and Training

, eqgar

European Quality Assurance
Register for Higher Education

DIDR
EOSR

Source of trust (trusted registries)



Interoperability dimensions: Legal

* |ldentity
* The elDAS trust framework: the common language for cross-border

» Current elIDAS only defines “levels of assurance” for Verifiable IDs: Only IDs with substantial or high LoA
must be accepted by Member States

* but ... IDs with others LoA low may also be accepted on a voluntary basis, according to the
corresponding national legislation applicable to e-Government processes

« Data
* Privacy - GDPR

* Data typlcaIIP/ embody juridical acts, such as certifying acts by public authorities and other authoritative
sources (including prlvate sector bodies with respect to data they’re authoritative for).

» Therefore, in the logic of eIDAS, they constitute legally binding electronic documents, that should be
authenticated according to the national legislation (so national legislation/rules applies for cross-border

mobility data)
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Interoperability dimensions: Technical

Verifiable credentials are the standardized
way to pack, deliver and unpack information
(for any domain/industry)

Y
W3C J3eca FlelDAS  3¢JUUT
Shinedt ey
W3C standards and OpenlD Connect elDAS/ETSI JWT RFC family
recommendations




Interoperability dimensions: Semantic

* An unique opportunity at EU level (... and abroad?)

* (Only) EBSI exists at EU level in the verifiable credentials space aligned to the European Self-Sovereign Identity
ramework (eSSIF)

* And, of course, aligned to W3C, OpenlD, elDAS, ETSI

+ Some agreements reached (27MS+LI+No)
» European Learning Model — ELM: an opportunity

*  Only for learning (formal, non-formal, informal)
* Proper governance must be established (not only DG-EMPL)
* MyAcademiclD

» Partial schema in EBSI Wave2

»  GEANT will enter EBSI Wave 3 — full schema serialization will be available
» MyAID governance will be established
* Schema ownership
» Review/approval eduPerson
* Review/approval ESI

+ MyEUAID?
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New paradigm achievements: focusing on citizen, breaking educational

SILOs, enabling LLL, PLP, SC

TERTIARY EDUCATION

EARLY CHILDHOOD

LABOUR MARKET / PERSONAL FULLFILMENT

298| The wallet is the real container for
the Individual Learning Record (ILR)

Aligned to (EBSI VALUE FOR EDUCATION):

EU Digital Strategy

EU Data Strategy

EU digital credentials action plan
EU Digital action plan

Europass decision

Europass Digital Credentials
European education area
European research area
European universities initiative
European skills agenda
Individual Learning Record
elDas trust framework

GDPR

Once only principle (enabling the citizens perspective)

State of the Union address (091620) and European Council
Conclusions (100220) for both, identity and data

European Declaration on Digital Rights and Principles for the
Digital Decade




It’s not the future, it’s already available:

European | @ Eb S I About EBSI v Start using EBSI v For developers v Node Operators v Access Help Desk
Commission European Blockchain

Experience cross-borders services with EBSI.
The first public sector blockchain services in Europe

By the European Commission and the European Blockchain Partnership

Get started |

Do you want to experience the future of Web3? | Discover the Experience Centre | Learnmore —

23 16




More than 100 HEIs and 7 European Universities Alliances have/are

entering in the new paradigm

Currently, in Wave 3
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European University

UNITA Universitas Montium EELISA European University

Participating universities
Participating universities
«  Politécnica de Madrid

+  Universidade de Beira Interior *  Budapesti Miiszaki és G agtudomanyi
* Universidad de Zaragoza Egyetem
* Université de Pau et des Pays de « Ecole des Ponts ParisTech

I’Adour
*  Université Savoie Mont Blanc
*  Universita di Torino

«  Friedrich-Alexander-Universitat
Erlangen-Nimberg

¢ Universitatea de Vest din Timisoara « lIstanbul Teknik Universitesi
+  Scuola Normale Superiore
* Scuola Superiore Sant’/Anna
«  Universitatea Politehnica din Bucuresti
Université Paris Sciences et Lettres
«  Zircher Hochschule fir Angewandte
Wissenschaften

na
euopa

Una Europa Alliance

Participating universities

* KU Leuven

*  Alma Mater Studiorum Universita di
Bologna

e Freie Universitéat Berlin

*  Uniwersytet Jagielloriski w Krakowie

filmeu

FILMEU - the European
Universities Alliance for
Film and Media Arts

Participating universities

* Luséfona University

+ |ADT - Institute of Art, Design and
Technology

¢ LUCA- Ku leuven

« BFM - Baltic Film, Media and Arts
School | Tallinn University

" ERUA

Europeai Reform
I University Alliance

ERUA - European Reform
University Alliance

Participating universities

*  University of the Aegean
*  University of Paris 8

*  Roskilde University

+  New Bulgarian University
*  University of Konstanz




More than 15 conformant wallets (also open source ones)

Are you a wallet provider?
Interested to join this ecosystem and accelerate its development and adoption?

Become conformant —




Challenges for educational institutions, citizens, and private sector

« Citizens « Education
« State of the Union address (091620) « EU Digital Strategy
« European Council Conclusions (100220) + EU Data Strategy
+ elDas 2 « EU Digital action plan

« EU Digital credentials action plan
« Europass decision

+ Europass Digital Credentials

« European education area

« European research area

+ European universities initiative

« European skills agenda

4

Citizens in full control of both, Needed:
their A more flexible education ecosystem
Identity & Data Embracing LLL, PLP, 215t Century Skills

(Up+Re)skilling of the workforce
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elDAS review (eIDAS2)

« ¢elDAS 1: inherent limitations to the public sector; limited possibilities and complexity for
online private providers to connect to the system; insufficient availability of notified el
solutions in all Member States; citizens identity non-mandatory in all Member States; lack of
flexibility to support a variety of use cases. _ _ _ . .

» Identity solutions falling outside the scope of eIDAS (social media providers and financial
|nst|tut|_<%ns), raise privacy and data protection concerns, and do not have cross-border
recognition.

* A new environment where the focus has shifted from the provision and use of r_igid d_igital
identities to the provision and reliance on specific attributes related to those identities.

« Anincreased demand for electronic identity solutions that can deliver these capabilities
providing efficiency gains and a high level of trust across the EU, both in the private and the
public sector, relying on the need to identify and authenticate users with a high level of
assurance.

* A new approach to ensure that both, citizens and companies, can trust on digital services of
the digital decade. _ ] o _

« A new approach to citizen’s privacy and sovereignty on their identity and data.

C23




eIDAS2 key highlights

* Natural and legal persons.
« All MS are mandated to issue EUDIW (including PID)
» That these solutions are linked to a variety of attributes and allow for the targeted
sharing of identity data limited to the needs of the specific service requested.
« The user shall be in full control of their identity(es) and data.
* The issuer of the EUDIW shall not collect information about the use of the wallet
» Obligation of admission
* by public sector entities and by private providers.
* by very large online platforms that require authentication.
* Cross border recognition principle:
« A qualified electronic attestation of attributes issued in one Member State shall be recognised as
a qualified electronic attestation of attributes in any other Member State.
« An attestation of attributes issued by or on behalf of a public sector body responsible for an

authentic source shall be recognised as an attestation of attributes issued by or on behalf of a
public sector body responsible for an authentic source in all Member States.

C23




Large Scale Pilots

20 countries 19 countries
56 public and 80+ private entities POT — N TIAL 18 public and 40+ private entities
Use cases: - Use cases:
European Consortium
Electronic Government services, Bank for Digital Identity Digital Travel Credentials, Payments,
Account opening, SIM registration, Legal persons
mobile driving licence, Remote Qualified
Electronic Signature and ePrescription.
22 countries 8 countries
36 public and 40+ private entities . N o B I D 6 private and 15 private entities
Yse cases:  DC4EU CONSORTIUM @ Use cases:
Educ.a-t'ion-al credentials and professional payments use-cases at both a cross-
qualifications, Portable Document A1 country and cross-sector level with
(PDA1), European Health Insurance Card partners coming from both private and
(EHIC). public sector

Total budget: >90 Million (50% EU contribution), >250 Participants,




Digital Credentials for Europe (DC4EU)

; ﬁ Digital Credentials for Europe (DC4EU) is a multinational conso ead by the Spanish Ministry
.ﬁ" of Economic Affairs and Digital Transformation and confo I
" countries (20 EU Member States + Norway and Ukralne) 4

The aim of the proposal is to develop large-scale pila j he EUDI reference wallet
addressing two use cases in compliance with the EU to y

‘ 2 1
The work of the consortium will be car‘out durlng atwo-year ’:d and will be guided by the
iterative releases of the EUDI reference wallet. '

Total budgef=‘\19.216.899,94 €* distribute orm of 2
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DC4EU: building bridges

ot ) . £ moaom
ladoke  emmy il BN
< eduGAIN

EAGEA ;

The EUDI wallet is the real container
for the Individual Learning Record

(ILR)
B elDAS
&

ebsi

European Blockchain
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Different models, different paradigms: it’s not one or the other

6 years 12 years 18 years 23 years
S I:ﬁ;nd \a/ET | attend a | set-up my | secure micro
° Sr::haw| Higher TVET business credentials as part
o college of CPD

i

=) =

88585 B B B ©

| attend Preschool / | attend a | attend a Junior | attend Senior! | follow | follow | follow an | conduct 1 apply for my | acquire | follow studies | take online
Kindergarten Primary School Secondary High School studies for studies for ERASMUS research first job competences leadingto a courses
Education School aBachelors aMasters programme leadingtoa professional
% degree degree Doctoral degree
& degree (PhD)
TERTIARY LABOUR MARKET / PERSONAL FULLFILMENT

| I A

o o o o oo e e e e L e e e — — —— —— —————————

All levels — Self-managed

Foundation — Entity managed Advanced - Entity managed
% = Credentials

Cross-border mobility programs are accelerators of the change from a managed to a self-managed/sovereign model (Erasmus+, etc.)
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