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° at FIT Czech Technical
University

e Four years developing

e Mainly focusing on



Accuracy of

99.9%




But it is hard to verify the
output.




Are those hotdogs?




Are those hotdogs?




s this malware?

Packet Sizes: [231|412]|221[82[232[415|240182]242|414]230(82|237(415|244182|261|75|412|64],
Interpacket Times: [10 | 14 |443|13|14 | 53 1534144|4241232|535|441232| 1|13 |441434|32|555|23]
Directions: 12 /12 (212112 |2 (-12(12[-1112 |2 [-2(1-21-20/-2]1 [-1]1 [1]




s this malware?

Packet Sizes: [231]412]221182|232|415|240|82|242|4141230|82|237|415|244|82|261|75|412|64]
Interpacket Times: [10 | 14 |443|13|14 | 53 [53414414241232|535|441232| 1|13 1441434|32|555]|23]
Directions: m/-2 |2 121212 |/-20/-21201-1212 |12 1-201-2171-21-212 |-212 |1]
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s this malware?

Packet Sizes: [231]412]221182|232|415|240|82|242|4141230|82|237|415|244|82|261|75|412|64]
Interpacket Times: [10 | 14 |443|13|14 | 53 |53414414241232|535|441232| 1|13 1441434|32|555]|23]
Directions: m/-2 |2 121212 |/-2/-21201-212 |12 1-201-2171-21-212 |-212 |1]
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You can't quickly
verify.




We must trust it...

99.9%




Quick Math...

10K Network
99.9%
telemetry
Accuracy
records per
second
, Higher standard for
Network of mid network threat 10K * 0.001

sized company classification

It is gonna be turned off very
soon!




\We need to
distinguish wrong
etections
quickly...

By adding explanations.



Monolithic Al




Dividing Al




Is this a hotdog?




Is this a hotdog?




Is this a hotdog?
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Something is
really wrong!




Is this a hotdog?

Something is
really wrong!




Dividing Al

[231|412]|221]82]|232]|415|240(82(242|414|23018
2[237]4151244(82(261[75|412|64]

[10 | 14 [443]13]14 | 53
1534(441424(|232]535]44(232| 1| 13
1441434(32]555|23]
[Al-1(2111211(-2/-1212-21212/-11-1]-1
|-1111-111]1]
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Is this communication malicious?

Packet Sizes: [231]412]221|82|232|415|240
Interpacket Times: [10 | 14 |443]13|14 |53 [534
Directions: 1 /-1 (1 |11 |1 |-1

82|24214141230(82|2371415|244|82]|261|75|412|64]
44[424|232|535|441232] 1|13 |44|434|32|555|23]
1 /10-1f1 1 1-12/-121-2/-1/1 |-1f1 [1]



We can quickly identify misclassifications

The of
divided Al

Less prone to design errors

Even non-Al expert can understand the
explanations



You can
contact me at

Karel Hynek

eeeee h nd Developmen

karel.hynek@cesnet.cz



