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Cyber sec in hospital
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https://www.cnet.com/news/watch-wannacry-attack-geography-in-real-time/



https://www.cnet.com/news/watch-wannacry-attack-geography-in-real-time/

' Wana DecryptOr 2.0

Payment will be raised on

51512017 16:32:52

Time Left

Your files will be lost on

511972017 16:32:52

Time Left

it bitcoin
buy bitc

Contact Us

English |

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt=>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am LI

AT Coemee AE e T e e T2 e

Send $300 worth of bitcoin to this address:

bitcoin
Peetarnd | 12t9YDPgwueZ9NyMgw519p7AABisjré SMw |

Check Payment
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B On March 14, 2017, Microsoft released a security update
that addresses a critical vulnerability in the operating
system.

B The update mainly affects Windows XP, Windows Server
2003, and Windows 8
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ceshet TYPICAL CONDITION

m IT/ICT?

m  3-5IT staff

m  Mostly without experience from elsewhere
m  Maintain systems often older than 15 years
m Poorly paid and compensated
m  No substitutability . .
[ | No trainin g ZDRAVOTNICKE ZARIZENI | Celkovy potet zam&stnancii (SM) | Potet zaméstnanci IT(sM)|  %zcelkem | YOCet zaméstnanca IT (SM) % z celkem
3 Fakultni nemocnice 1 5433 73,6
PY Fakultni nemocnice 2 4500 32 73'6 - 1 35%
. C be r secu rlt , - Fakultni nemocnice 3 3000 31
[ ] Fakultni nemocnice 4 3902 31 32
B Fakultni nemocnice 5 4668 27
Fakultni nemocnice 6 3 396 32 31
[ Fakultni nemocnice 7 3100 42
. Co m p I I a n Ce, L Fakultni nemocnice 8 5667 98 31
e Fakultni nemocnice 9 2409 28 27
- Fakultni nemocnice 10 4000 43
2n.: Data z roku S Pramér 1,07% 32
Fakultni nemocnice 7 3100 I 42
"| ZDRAVOTNICKE ZARIZENI | Celkovy potet zaméstnanci (SM) | Poéet zaméstnanch IT(SM)| %z celkem
Okresni nemocnice 1 1485 7 B 0.47%] 16
Krajska nemocnice 3600 16 I 044% 36
Okresni nemocnice 2 742 5 Iee | 8
Okresni nemocncie 3 843 5 HG5% | 9 o |
Pzn.: Data z roku 2022 Pramér 0,55%

Narust 0 109 % !
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VYBRAT MESTO ~ ZPRAVY  SPORT  CERNA KRONIKA KULTURA  PODNIKANIi  MIMINKA A TIPY DENiKU

Horazdovice
by a hacker,
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https://klatovsky.denik.cz/zpravy_region/horazdovickou-nemocnici-napad|-hacker-zmizely-rentgeny-20180130.html
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cities around the world

11. prosince 2019 10:46, aktualizovéno 11:35 O v &

V benesovské nemocnici pravdépodobné zautodil typ pocitacového viru, ktery dokaze z
provozu vyfadit policii, Gfady i celd mésta. V Cesku novinka, jinde uz bézna praxe.

2 Fotogalerie +11

ilustracni snimek | foto: @k3r3n3, Jan Kuznik, Technet.cz

Provoz benesovskeé nemocnice zcela narusil pocitaCovy virus, ktery v noci

napadl nemocni¢ni pocitatovy systém. Nelze spustit Zadny pfistroj véetné https://www.idnes.cz/technet/software/benesov-

pocitacové sité. Nemocnice musi rusit i planované operace. Lékafri nemocnice-ransomware-paralyzovana-
kryptovirus.A191211 085601 software_kuz

X 0

odbavuii pacientv postaru. iako .ofed prichodem poditacu”.
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B RyukReadMe.txt -

File Edit Format View Help
Gentlemen! -

Your business is at serious risk.

There is a significant hole in the security system of your company.

we've easily penetrated your network.

You should thank the Lord for being hacked by serious people not some stupid schoolboys or dangerous punks.
They can damage all your important data just for fun.

Now your files are crypted with the strongest millitary algorithms RSA4096 and AES-256.
No one can help you to restore files without our special decoder.

Photorec, RannohDecryptor etc. repair tools
are useless and can destroy your files irreversibly.

If you want to restore your files write to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrypted files

(Less than 5 Mb each, non-archived and your files should not contain valuable information
(Databases, backups, Targe excel sheets, etc.)).

You will receive decrypted samples and our conditions how to get the decoder.

Please don't forget to write the name of your company in the Subject of your e-mail.

You have to pay for decryption in Bitcoins.

The final price_depends on how fast you write to us.
every day of delay will cost you additional +0.5 BTC
||Nothing personal just business

As soon as we get bitcoins you'1l get all your decryﬁted data back.

Moreover you will get instructions how to close the hole in security

and how to avoid such problems in the future

+ we will recommend you special software that makes the most problems to hackers.

Attention! One more time !

Do not rename encrypted files. . .
Do not try to decrypt your data using third party software.

P.S. Remember, we are not scammers.

we don't need your files and your information.

put after 2 weeks all your files and keys will be deleted automatically.
Just send a_request immediately after infection.

All data will be restored absolutely.

Your warranty - decrypted samples.

contact emails
eliasmarco@tutanota. com

or
camdenscott@protonmail. com

BTC wallet:
15RLWdVNY5n1n7mTvulzjg67wt86dhygNj

Ryuk
[No system is safe

HN EEEN ’ ) Hn I.IIII.-IIII
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VECTOR OF THE ATTACK

COMBINATION & COOPERATION
Emotet

Trickbot
Ryuk
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Emotet TrickBot Ryuk
Macro/ Download Download Download
Attacker(s) User PS Seript Host Emotet Host TrickBot Host
M 1 Speaptisting [ 1] ! M ! H ! !
! campaign ! ! ! ! ! ! !
| Il 2.0 | | | | |
! . ! . Open attachment . . . . .
i Infected e-mail i and execute i i i i i
! | macrosinitlaunching| . l l I l l
! Il aPowershell seript ||| 3. Download Emotet || I I I I
| | | | | | |
i | Emotet executable | | | | |
! ! 4 RmEmotet || M ! ! !
! ! t ul ! ! !
! ! , N ! ! ! !
| I 5. Distribution to people inthe victim’s yser contact list | | | |
! ! ! ! ! ! ! !
| | - 6. Lateral nfovemert using a built-in gassword list | | | |
| | | | . | | | |
i | | | 7.Emotet check-in | | | |
. . . MM Sendmachine . . . .
Il & Ifomation |/ ! | fingerptint | ! | |
™ | I I | | | |
| Commends 1 j——Commands |} > [0 Download TrickBat | | i i
| | ! | | _TrickBot executable | | |
T ! o ! | —— ! !
! ! ! ! e Sl il
: : ! ! 11. Expl—;Etah'm andlateral mwemJlnt : :
i _13. Infarm ation | | " | 12 Check-mtoihe C2 server, ask for comx{;amls | |
! Commands ! N ! ! bummm | | |
T T | T T I T |
1 ] i ] |Respanses i i i
Hind H i H H T 1 14. D ownload Ryuk | ©
| | | | | | | t
_!_ ! ! ! T ! ! m Ryuk executable +
15.RunR;

M Commands || ! ! I I [ un Ry i
f f ! f ! T M
| g Fosponces 1) ! . . ! ! !
| | | | | | 16. Endrypt data and demand ransond
| 18. Payment ™

| il | I I | ! 7. Eneryptionkeys !
! 19. Decryption o | | | | - T T T
i ! | ! ! | ! !
T T T T T I 1 1

TrickBot C2 Emotet C2 Ryuk C2
Server Server Server



g_g_gnet REACTION

The whole republic should learn from the mess at Benesov Hospital

NAHOMOLCE

Spiékovi odbornici i
P Nejmodernéjsi technologi \ ,

i

Bezpecnostg

https://www.denik.cz/galerie/
ministr-adam-

vojtech.html?photo=1&back=
3052085763-48-1

https://www.idnes.cz/technet/
software/benesov-

nemochice-ransomware-
The tOp paralyzovana-
kryptovirus.A191211 085601

acyber-guard for hospitals.
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cesnet GREAT IDEA
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Jan Horak

?

Je to presné tyden, co provoz Fakultni nemocnice Brno ochromil

kyberneticky atok. Podle zjis§téni deniku Aktualné.cz utoénik
vnikl do IT systému nemocnice prostrednictvim kryptoviru
Defray, ktery je typicky pfi pozadovani vykupného. Nemocnice
kvli obnové systému povolala specialistu ze VSeobecné fakultni
nemocnice v Praze Vlastimila Cerného, na misté ztstavaji experti
z NUKIB a NCOZ.

Reklama

https://zpravy.aktualne.cz/domaci/na-nemocnici-v-brne-zautocil-
vyderacsky-virus-spital-
povolal/r~ff91a02c6aa011eab1110cc47ab5{122/



https://zpravy.aktualne.cz/domaci/na-nemocnici-v-brne-zautocil-vyderacsky-virus-spital-povolal/r~ff91a02c6aa011eab1110cc47ab5f122/
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https://zpravy.aktualne.cz/domaci/na-nemocnici-v-brne-zautocil-vyderacsky-virus-spital-povolal/r~ff91a02c6aa011eab1110cc47ab5f122/

ceshet  Vector of the attack

13 March 2020

= Dafray 777 (2017)

» focused mainly on health, education

= "Authentic email” typically sent from hospital management
= Attachment: "invoice" or "patient”

= encrypts all data on the target computer system. Displays the message:
“ransom demand”.
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, the attack was repelled
=

‘ Daniela Tauberova n

Fakultni nemocnice Olomouc zaznamenala utok na pocitacové systémy.
Jak v patek informovala, hackerskému utoku odolala a funguje bez

omezeni.

FAKU LTNILNEMOCNICE |
oteMete i W

https://olomoucky.denik.cz/zpravy_region/fakutni-nemocnice-olomouc-hackersky-utok-

Fakultni nemocnice Olomouc. llustracni foto | Foto

2020.html
Pred utoky na pocitatové systémy nemocnic a dalsi cile ve ¢tvrtek varoval
Narodni Gfad pro kybernetickou a informaéni bezpe¢nost (NUKIB).
N EEEN H_EEEN EEENE_EEE_BENR HE_EEEE_BN Hn EEEN H_EEER EEEN
BEBE BE B | B | B B BE B B BB BEB BE B BB
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, Prague airport
also fought off attacks

P g €TK, Domaci

Fakultni nemocnice Ostrava se v noci na patek stala tercem

kybernetického atoku. Cilem byl jeden z jejich serverti. Podobny
atok zaznamenala i Fakultni nemocnice v Olomouci. Obé jej
odrazily. Nékolik kybernetickych ttoki zaznamenalo i Letisté
Praha, hackefi se pokouseli ziskat predev§im pristupové tdaje do
systémi. Pred Gtoky varoval Narodni Gfad pro kybernetickou a

informacni bezpecnost.

’I E Reklama

Fakultni nemocnice v Ostravé. | Foto: Aktudiné.cz

https://zpravy.aktualne.cz/domaci/ostravskou-fakultni-nemocnici-v-noci-napadli-
hackeri/r~fd5f7078808e11eab1110cc47ab5f122/



https://zpravy.aktualne.cz/domaci/ostravskou-fakultni-nemocnici-v-noci-napadli-hackeri/r~fd5f7078808e11eab1110cc47ab5f122/
https://zpravy.aktualne.cz/domaci/ostravskou-fakultni-nemocnici-v-noci-napadli-hackeri/r~fd5f7078808e11eab1110cc47ab5f122/
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some data were deleted

13. 1. 2021, 17:43 — Horazdovice — pab, Pravo 0 4

Lécebnu dlouhodobé nemocnych (LDN) v Horazd'ovicich na Klatovsku napadli na konci
minulého tydne hackeri. Podle informaci Prava se jim podarilo vymazat néktera data
z pocitacového systému. Podobnému kybernetickému ttoku celilo toto krajské zdravotnické

zarizeni i v lednu 2018.
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https://www.novinky.cz/krimi/clanek/lecebnu-v-horazdovicich-uz-podruhe-napadli-hackeri-vymazali-nektera-data-40347750
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. mail and orders

not working

© 16. biezna 2021 16:42 O v ®m Q

Hackefi zautoCili na tfi soukromé polikliniky v centru Prahy, uved! v Utery server Denik N.
Poliklinikdm v Legerové, Kartouzské a Myslikové ulici nefunguje e-mailova posta ani
objednavkovy systém. Lékari pfisli o pfistup do databazi laboratofi. Internetovy utok potvrdil
Nérodni Gfad pro kybernetickou a informaéni bezpeénost (NUKIB).

TESTY COVID

AKCE PLATIi DO 11.4.202

https://www.idnes.cz/zpravy/domaci
/hacker-poliklinika-praha-narodni-
urad-pro-kybernetickou-a-

informacni-
bezpecnost.A210316_162241 _dom
aci_flo
Hn EEEN H_EEERN EEENE_EEE_BEN H_EEEE_BN HE EEEN H_EEER EEEN
BEBE BE B | B | B B BE B B BB BEB BB
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WESSIVZEIWY,
attacking computers

Dnes 13:02 — Ondiej Husék, Novinky @ X,j

Jako lavina se internetem §ifil pred tfemi roky vydéracsky virus WannaCry. Tento Skodlivy kod
zpusobil kolaps drah, benzinek i nemocnic. Ani po letech se na néj vSak nepodatilo zcela vyzrat,
podle analyzy kyberbezpe¢nostni spole¢nosti Check Point dokonce v letosnim roce tento

nezvany navstévnik opét masivné Gtoci.

,WannaCry bohuZel opét masivné to¢i. WannaCry je ransomwarovy &erv, ktery https://www.novinky.cz/internet-a-

se v kvétnu 2017 rychle &ifil po¢itadovymi sitémi po celém svété. Po infikovéani pc/bezpecnost/clanek/zakerny-virus-wannacry-
“ero %o 4 . Ty 4 : . opet-na-scene-masivne-utoci-na-pocitace-

pocitacii se systémem Windows zasifruje soubory na pevném disku a za jejich 40356244#dop_ab_variant=0&dop_source_zo

zptistupnéni a desifrovani poZaduje vjkupné v bitcoinech,“ varoval Peter ne_name=novinky.sznhp.box&dop_req_id=EC

S3Cf900Go-
202104071752&dop_id=40356244&source=h
p&seq_no=5&utm_campaign=&utm_medium=
z-boxiku&utm_source=www.seznam.cz

Kovaléik, bezpe¢nostni expert Check Pointu.
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fell for a scammer

O 14. 9 20.22, 9:55 — Horazd'ovice 0 ’
& Patrik Biskup

Klatovsti kriminalisté patraji po neznamém podvodnikovi, kterému se podarilo
vylakat z horazd'ovické lécebny dlouhodobé nemocnych témér 1,3 milionu
korun. Podle informaci Prava poslal koncem srpna na e-mailovou adresu
ekonomického oddéleni zpréavu, ve které se vydaval za reditele lécebny
Martina Grolmuse, s pokynem provést platbu ve vysi bezmala 49 tisic eur na

konkrétni bankovni konto.

https://www.novinky.cz/clanek/krimi
-lecebna-v-horazdovicich-naletela-
podvodnikovi-poslala-mu-13-
milionu-korun-40408639
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https://www.novinky.cz/clanek/krimi-lecebna-v-horazdovicich-naletela-podvodnikovi-poslala-mu-13-milionu-korun-40408639
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Protect yourself

Protect others
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61 medical facilities
8 founders
1 ministry

3 universities

5 other institutions
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unified traffic control management
ExaF$S

 unified Ul for traffic control ~

e "single point of knowledge”

e transparent AP|

flow-based traffic monitoring

FTAS

e collection, processing, storage,

visualization of flow-based information

e configurable traffic detectors

ExaFS / ExaFS_0.7.0

New IPv4 rule

Uniform control of regulation and monitoring

of operation

src_ip=195.113.6.0/16,10.20.30.40/18 and src_ip<>195.113.10.20
and

dst_ip=waw.geant.org

and

proto=1,17

and

src_port<>1-1024 and dst_port=10,20,22-4096

or

proto=6 and tcp_flags=2 and tcp_flags<16 and flow direction=o

Conditions for value and count fields (‘HAVING clause’). ..?
pktlen<128 and (pkts>1@ or octets>100000)

Source address Source mask (bits) Protocol TCP flag(s) Search Q Expired Al
o TCP v SYN
Destination address Destination mask I ExaFS/ExaFS_0.6.2
(bits)
5 Active RTBH rules
Pve 1P [ERED Search a]
Expired Al
Source port(s) - ; Destination port(s) - ; P
IP adress (v4 or v6) v ‘Community v Expires v User v Edit
50.0/24 RTBH CESNET only 2025/01/01 00:00 nu (m]
Action Expiration date
8.60/32 RTBH CESNET only 2023/12/16 13:10 -n [m]
---- select action - v 03/14/2023, 1
188/32 RTBH CESNET only 2023/01/27 15:30 FTAS n n (m]
Comments
05.90/32 RTBH CESNET only 2023/01/27 15:30 FTAS n u o
1.154/32 RTBH CESNET only 2023/01/27 15:30 FTAS nn [m]
_ 106/32 RTBH CESNET only 2023/01/27 15:30 FTAS - n [m]

12 Kp 2023/01/27 15:00 FTAS nn O
9.600 Kp f\n 2023/01/27 15:00 FTAS nu (m]
_— /\w \\_/‘\',o—o—-./' 202301271500 FTAS -u o

S AR PP e o e ,_H_./'(\ e per 10 seconds, cumulative
4.800 Kp . 2 -
B
- ansﬁ
15 ks
2.400 Kp / \/ A
okl g8 oo oo oo+ s+ ¥ o s o e s o s+t o
2 2 2 2 2 2 S 2 2 2 8 8 2 8 8 8 28 23 82828 2 ¢ ¢
0 S aSene 8 S O ARt 8 efhvea O aeth DOtk S IS B % |
ZEE 2333333233388 :23838¢82332¢3%3% | |
P R EEEEEEE -]
83 83833885 I HAITIIAISTII/I N
R R I I B R R B B B I I B e B B B B R I B B
B T R B T I I I T T I T T T I T T T < I T I
& Roimvl SoRod Sonm foman Somim Saghon g s man
PSS S B B B B B S S B B S B A B S S B RN S
Sy i oo gdgdgogggdgooggogoogggogosg
TSRS SESAaR RN LN DR m R8N
IR AR EEEEEEEEEE
S & 8§ JT T FTJIITIITJIIIIIII_LI_{IRER
Flow-Direction FWD-Status |Bytes-estimated Pkts-estimatedAvr-Pkt-Length Flow-Cnt} § 3 3 55 3 553§ §
1.4> I ingress Forwarded 31.255MB | 195.910 Kp 159.54 | 84722 —===c= == =
2. > I ingress Drop RPF 3.981 MB 99.515 Kp 40 | 99515 JCr fags, Flow:Stert FloW-End,
_ - - ush(8), ack(16) | 20/12/14 09:08:11.788 | 20/12/14 09:18:01.727 397.735 KB
33> ingress Terminate 949.078 KB 14.176 Kp 66.95 | 12282 ush(8). ack(16) | 20/12/14 09:08:38.839 | 20/12/14 09:17:46.843 | 108.566 KB

e h(B) ack(16)

0N 218 00:08:21 775

202714 00:18:01 730 34 245 KB



gegnet 5 hSOC VRF

e hSOC VRF — separate infrastructure for a specific community ~ network within a
network

« connections to the "big" network in geographically diverse locations

* why a separate network ?

* VRF connection from the user's point of view ?

CESNET
the backbone of e-infrastructure

hSOC VRF
separate internal network

user network

user network




S_?fnet hSOC VRF defence strategy

e Level 1 -the backbone of e-infrastructure

e asetof mechanisms for security and traffic control, unified management
e control of both directions of operation
e Level 2-hSOCVRF

e selected set of mechanisms for traffic control, unified control

— O —
—
e

= =
— T —

hSOC VRF
separate internal network

user network user network

== ==
e o -—



S_?fnet hSOC VRF - part of a "multi-stage"” network defence

Each level - dedicated tool instances

detectors in VRF
other policies \
different sensitivity ) ExaFS| <— | FTAS

more specific

< .

treatment techniques _/ the backbone of e-infrastructure
RTBH N A =—=—===

BGP FlowSpec

user

User network

user




hSOC VRF - part of a "multi-stage”
network defence

cesnet

e Automatic traffic treatment

Level 1

* entire e-infrastructure against typical network attacks, both
directions of traffic —» compromise basis

Level 2

«  hSOC community — focused on the common nature of
traffic

Level 3
« user (end network) — specific needs (vulnerabilities, etc.)
"Manual" traffic treatment
e CSIRT, backbone administrators

o self-service treatment of operation by the user




cesnet hSOC VRF - operatinal experience

eUnder continuous optimization

Notification : . 56/32 (src-1P) - 'TcP [ @ Hsoc-VRF

.detectors are Conﬁgured (nOt hard'COded) g:;gﬂ;}gsource IP'.:: zg[t\zide AS' - 62. CONT., 100.00% traffic drops
.traﬂ.‘ic analySiS Of interesting trafﬁc SChemeS Events : 426 events detected (9x since last notification)
enon-destructive (traffic perspective) testing detectors S Duration | ": 1630000 seconds within 2023/69/25 NN -
2023/09/25
otumngI detection strategy, detection limits, sensitivity z3/00/2s N oo
Fl H 99.46% d
elnterna cooperatlon il : e
Bytes : Bpp, 99.39% drops
Coe . . T
.mU|t|'d|SC|p|mary - network admlns, securlty people, developers) ”Eﬂfguﬁxen : M seconds within 2023/09/25 15:00:00 - 2023/09/25
eCommunication with users Datw source ‘3 tisoc-vee g N - prisscy
Flows 5 100.00% drops
. . . . . . : 2
eapplications, network devices, FWs, .. configurations tuning i : b e
- Src-IP . 56
eon-demand support (targeted attacks against user resources) ISR N ———
eFalse-positives 7028,

eunpredicted (nothing reported for last year) Protocol/1  : tc
. . . . . . . Src-Port/1 : iso
Pprecletedin cooperation with tsers orn extreme ST |

e Notice: It is flow-based (transport level) detection — clearly determines range of effective
use (observing “packets” not application data)




Cesnet Results Examples - hSOC-VRF border - detection & traffic

limitation

Detected-Event-Cnt: sums/time steps, 23/09/28 00:00:00-24/03/26 00:00:00, value per 1 day, cumulative—

| Bytes-estimated | Pkts-estimated | Src-IP-Cnt | Flow-Cnt Flow-Cnt-Drop | Detected-Event-Cnt | Detector-Type
81.602 GB 1.363 Gp 32483 | 1228047744 = 1147638370 7209300 | Src-IP

e 6 months statistics - sources of anomalies 93%

e summaries per day

e 32K unique addresses detected

e 93% of detected flows blocked (automated traffic
limitation controlled by monitoring system)

e detection rate ~ 0.4-2 per second

hSOC-VRF

e lessthan 2% of whole community address space

e participants have similar traffic characteristics - common
strategy and detectors can be applied

e itis second level of defense (first level is e-infrastructure
perimeter) with much higher sensitivity of detectors
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Detected-Event-Cnt: sums/time steps, 22/02/01 00:00:00-22/02/11 00:00:00, value per 1 hour, cumulative

Summarv
Flow-Cnt-Drop: sums/time steps, 22/02/09 00:00:00-22/02/11 00:00:00, value per 1 hour, cumulative

4.800 Mflows

3.840 Mflows

2.880 Mflows

1.920 Mflows

0.960 Mflows

Summary
In graph 78.051 Mflows | 99.58%
Rest of results  0.328 Mflows ~ 0.42%
Total 78.379 Mflows  100.00%

If lows
Mf lows
Mf lows
M¢lows
Mflows

oRNWAN
=
Az}
)
2
&

aud

C.> e e P-4 b4
] TS S Tnew
3883 sge¢e
0 MFlows L P e ——— it D Q0 aQ <«
ggggsggggsegegeegsegsesesegeece 832888849198
dgefaegsoaoegEeREeEERERREE 22233333339
g8 2T LI ISER/NEETTELEEEIYISEREN 2888588888
SEELELELEELEELRERLETRERRTIRIERERRERYYEYE
SENSNNSAUNNANNSNNNNNNRNNNRNN IP-Cnt Flow-Cnt Flow-Cnt-Drop Detected-Event-Cnt Flow-Data-Source
- - 1| 78923207 ~ 88.914% | 78357447 ~ 91.822% | 136284 ~ 60.230%
o> Src-IP Src-GeolP, Flow-Start Flow-End Bytes-measuredBytes-estimated Pkts-measuredPkts-estimated _Flow-Cnt Flow-Cnt-Drop 1 2986866 ~ 3.365% 2198664 ~ 2.576% 19559 ~ 8.644%
1. > I 22/02/09 11:31:00.000 | 22/02/10 08:50:48.000 | 794.470MB | 794.470MB | 19.597 Mp | 19.597 Mp | 19589981 & 19502770 1 2128058 ~ 2.397% | 2024505 ~ 2.372% 10193 ~ 4.505%
2. > I 22/02/09 11:29:52.000 | 22/02/10 07:54:28.000 791.902 MB 791.902 MB 19.691 Mp 19.691 Mp § 19684338 19599917 1 1726107 ~ 1.945% 1336991 ~ 1.567% | 33413 ~ 14.767%
3. > 22/02/09 11:32:20.000 | 22/02/10 08:50:48.000 781.825 MB 781.825 MB 19.283 Mp 19.283 Mp § 19276531 19190849 1 1428017 ~ 1.609% 735103 ~ 0.861% 9871 ~ 4.362%
4. > ! 22/02/09 11:31:30.000 | 22/02/10 08:50:42.000 780.890 MB 780.890 MB 19..257 Mp 19.257 Mp § 19250179 19163519 1 302496 ~ 0.341% 167108 ~ 0.196% 2098 ~ 1.811%
7. > I 22/02/01 02:14:38.000 | 22/02/10 16:24:08.000 11.020 MB ~ 0.298% 11.020 MB ~ 0.298% | 240.331 Kp ~ 0.269% | 240.331 Kp ~ 0.269% 51 1 241832 ~ 0.272% 98454 ~ 0.115% 2770 ~ 1.224%
8. > 22/02/01 00:52:44.000 | 22/02/10 23:41:48.000 10.734 MB ~ 0.290% 10.734 MB ~ 0.290% | 231.315Kp ~ 0.259% | 231.315Kp ~ 0.259% 86 1 224736 ~ 0.253% 107462 ~ 0.126% 3370 ~ 1.489%
9] = I 22/02/01 11:12:32.000 | 22/02/10 18:19:14.000 5.432 MB ~ 0.147% 5.432 MB ~ 0.147% | 125.512 Kp ~ 0.140% | 125.512 Kp ~ 0.140% 10 1 120540 ~ 0.136% 49195 ~ 0.058% 430 ~ 0.190%
10. > 22/02/01 09:25:38.000 | 22/02/10 23:36:54.000 5.132 MB ~ 0.139% 5.132MB ~ 0.139% | 71.202Kp ~ 0.080% | 71.202 Kp ~ 0.080% 78 1 33920 ~ 0.038% 9679 ~ 0.011% 306 ~ 0.135%
1. > I 22/02/01 07:08:42.000 | 22/02/10 23:09:34.000 4.662 MB ~ 0.126% 4.662 MB ~ 0.126% | 98.208 Kp ~ 0.110% | 98.208 Kp ~ 0.110% 53 1 96039 ~ 0.108% 55870 ~ 0.065% 1038 ~ 0.459%
12. > I 22/02/01 00:47:58.000 | 22/02/10 22:14:26.000 3.182 MB ~ 0.086% 3.182 MB ~ 0.086% 78.259 Kp ~ 0.088% | 78.259 Kp ~ 0.088% 14 1 76249 ~ 0.086% 35692 ~ 0.042% 1015 ~ 0.449%
13, > 22/02/01 04:23:22.000 | 22/02/10 13:12:12.000 2.953 MB ~ 0.080% 2.953MB ~ 0.080% | 66.659 Kp ~ 0.075% | 66.659 Kp ~ 0.075% 22 1 72765 ~ 0.082% 28650 ~ 0.034% 521 ~ 0.230%
14. > 22/02/01 00:49:00.000 | 22/02/10 22:56:48.000 2.112 MB ~ 0.057% 2.112MB ~ 0.057% | 45.545Kp ~ 0.051% | 45.545Kp ~ 0.051% 61 1 36201 ~ 0.041% 6947 ~ 0.008% 521 ~ 0.230%
15. > 22/02/01 10:31:54.000 | 22/02/10 15:12:40.000 1.784 MB ~ 0.048% 1.784 MB ~ 0.048% | 20.357 Kp ~ 0.023% | 20.357 Kp ~ 0.023% 15 1 17977 ~ 0.020% 425 ~ 0.000% 65 ~ 0.029%
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ceshet hSOC-EMERGENCY

SITUATIONAL AWARENESS / THREAT INTELIGENCE
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cesnetmm)

FTAS, netflow, ipfix,
sFlow, honeypots,
IDS, IPS, Logs aj.

Externi
zdroje

security events,
NUKIB, partners, etc.

hSOC mmm)

Logy - @, NAT, DHCP, FW,
dom. controller, radius,

—

IDM...
Scans, vulnerability
mgmt...
[ N | EEEN

Receiving
Processing
Enrichment
Analysis
etc.

DATA

/ cesneh

certs

(incident handling)

FTAS and network
analytics

Situational Awareness

(—

Incident reports,
event reports,
vulnerability reports.

analytics p—
] erallo
mu-a mm onsultation: coop
Analyst
Analyet cesnet
el f
A|5 1\5 |a b
KAnaIyst Analyst/ TITE
IIII-III-lI..I.IIII.I.-.....

Interventions
(filters, blocking, etc.)

Connected organisation
(university, hospital etc.)

Response
Disaster recovery

- Procedures

- Asset management
- DRP

- Risk analysis

- Impacts

- Etc.
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CMS Obecni Gifad mésta (obce)
Ostatni organizace -

The following describes | i ) |
. : 1'“5.1 1IHHHgiiI" = Heski0Z5)
the variants and method : |

of connecting

Metropolitan Networks

(MAN) to Central Point roce e
of Service (CMS) via

Regional Networks,
Territorial Departments
of the Police of the
Czech Repubilic, /el
Academic Network
CESNET or Financial
Offices (GFD network).

Neverejné sité
eGovernmentu

Skolka

Cssz

g

Méstskd (obecni) Policie

https://archi.gov.cz/_media/nap-
dokument:metropolitky 1.jpg?cache=

Ufad prace Katastralni Gfad
(MPSV)



https://archi.gov.cz/_media/nap-dokument:metropolitky_1.jpg?cache=
https://archi.gov.cz/_media/nap-dokument:metropolitky_1.jpg?cache=
https://archi.gov.cz/en:nap:komunikacni_infrastruktura_verejne_spravy
https://archi.gov.cz/en:nap:komunikacni_infrastruktura_verejne_spravy
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comnmm Platnost nové verze od: XXX CrERmuBRY Platnost nové verze od: XXX ’e ’:1 cesnet
MINISTERSTVO ZDRAVOTNICTI "teaat Verze: XXX
cesnet cesnet G ReruRLIKY Platnost nové verze od: XXX
NUKIB ® ~ NUKIB ©
&
NUKIB @

METODIKA

HODNOCENI DULEZITOSTI INFORMACNICH
SYSTEMU POSKYTOVATELU ZDRAVOTNICH
SLUZEB

Standard zalohovani a obnovy
informaci

Metodicky pokyn poskytovateliim zdravotnich
sluzeb ke kybernetické bezpecnosti

Metodicka podpora zdravotnickych zafizeni, ve zvySovani

Priloha ¢. 8 g . S . .
urovneé kybernetické bezpecnosti

Metodika identifikace a spravy
informacnich aktiv (vzor) Metodickd podpora zdravotnickych zafizeni, ve zvy$ovani Grovné

kybernetické bezpeénosti

Pofadirevize | Provedené dne Zpracoval Schvalil
Verze 1.0 1.8.2018 Tomés Bezouska, CISA Ing. Martin Zeman Poradi revize | Provedené dne Zpracoval Schvalil Poradirevize | Provedené Zpracoval Schvalil
kolektiv autorti dne
Verze 2.0 12.6.2019 Tomas Bezouska, CISA, Ing. Martin Zeman Verze 1.0 08.12.2021 Tomas Bezouska, CISA
Ing. Martin 3vanda kolektiv autori MZCR, NUKIB,
Ing. Jifi Borej, CGEIT CESNET
kolektiv autord
Verze 3.0 18.5. 2020 Tomas Bezouska, FISA Ing. Martin Zeman Podpis
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cesnet ~ OPPORTUNITIES

B Sharing know-how and human capacity
m best-practice,
concept and design architecture
training, seminars and workshops

0
0

m technology standards

m roadmap for the establishment of a joint distributed CSIRT team, SOC

B Emergency communication channels

B Setting up workflow and processes for the involved
entities
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https://hsoc.cesnet.cz


https://hsoc.cesnet.cz/cs/join
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https://www.alza.cz//withings-wpm04-all-inter-
d5694259.htm?kampan=adwsda_domaci-
elektro_pla_all_obecna zdravi c 21494  WITTL?15&gclid=EAlal
QobChMInJmc4KSogQOMVI[IGAB2fEWhVEAKYBIABEgI2p D _BwE



https://www.alza.cz/withings-wpm04-all-inter-d5694259.htm?kampan=adwsda_domaci-elektro_pla_all_obecna_zdravi_c_21494__WITTL915&gclid=EAIaIQobChMInJmc4KSogQMVIjIGAB2fEwhVEAkYBiABEgI2p_D_BwE
https://www.alza.cz/withings-wpm04-all-inter-d5694259.htm?kampan=adwsda_domaci-elektro_pla_all_obecna_zdravi_c_21494__WITTL915&gclid=EAIaIQobChMInJmc4KSogQMVIjIGAB2fEwhVEAkYBiABEgI2p_D_BwE
https://www.alza.cz/withings-wpm04-all-inter-d5694259.htm?kampan=adwsda_domaci-elektro_pla_all_obecna_zdravi_c_21494__WITTL915&gclid=EAIaIQobChMInJmc4KSogQMVIjIGAB2fEwhVEAkYBiABEgI2p_D_BwE
https://www.alza.cz/withings-wpm04-all-inter-d5694259.htm?kampan=adwsda_domaci-elektro_pla_all_obecna_zdravi_c_21494__WITTL915&gclid=EAIaIQobChMInJmc4KSogQMVIjIGAB2fEwhVEAkYBiABEgI2p_D_BwE
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Na tfi polikliniky v Praze zaitocili hackefi

nefunguje posta ani objednvky Lécebnu v Horazd'ovicich uz podruhé napadli hackeri,

vymazali néktera data

Na nemochnici v Brné zautoéil vydéraésky

virus, $pital povolal krizového IT manaZera
6O v 8 a

@ 16. biezna 2021 16:42

}'.; ot o ) o o ) 13.1. 2021, 17:43 — Horazdovice — pab, Prévo Oy

Hacketi zautogili na tfi soukromé polikliniky v centru Prahy, uved| v Utery server Denik N.
Poliklinikdm v Legerové, Kartouzské a Myslikové ulici nefunguje e-mailova posta ani
objednévkovy systém. Lékari pfisli o pFistup do databazi laboratofi. Internetovy Utok potvrdil
Narodni Gfad pro kybernetickou a informaéni bezpe&nost (NUKIB).

I ) N e R Lééebnu dlouhodobé nemocenych (LDN) v HoraZd'ovicich na Klatovsku napadli na konci
Je to presné tyden, co provoz Fakultni nemocnice Brno ochromil Y

minulého tydne hackeii. Podle informaci Préva se jim podaiilo vymazat néktera data
z poéitatového systému. Podobnému kybernetickému titoku éelilo toto krajské zdravotnické

i deniku Aktualné.cz atocnik

stému nemocnice prostiednictvim kryptoviru

zafizeni i vlednu 2018.

Defray, kte
kviili obnové systému povolala specialistu ze Vieobecné fakultni

typicky pii pozadovani vikupného. Nemocnice

nemocnice v Praze Viastimila Cerného, na misté ziistavaji experti
2 NUKIB a NCOZ.

TESTY COVID

AKCE PLATi DO 11.4.202

Fekiama

A\
Lécéebna v Horazdovicich naletéla

podvodnikovi, poslala mu 1,3 milionu
korun

\}

Olomouckou fakultku napadli hackefi, utok se Zakeiny virus WannaCry opét na scéné. Masivné tto¢i
podafilo odrazit na poéitaée
Klatovsti kriminalisté patraji po neznamém podvodnikovi, kterému se podafilo 1742020 o ,;travskou i olomouckou nemocnici

Dnes 13:02 — Ondfej Husék, Novinky
@ Daniela Tauberovi 0o

o 14.9. 2022, 9:55 — Horazdovice oV

&b Patrik Biskup

vylakat z horazdovické 1ééebny dlouhodobé nemocnych téméf 1,3 milionu

korun. Podle informaci Prava poslal koncem srpna na e-mailovou adresu
ekonomického oddéleni zprévu, ve které se vydéaval za feditele lé¢ebny
Martina Grolmuse, s pokynem provést platbu ve vysi bezmala 49 tisic eur na

konkrétni bankovni konto.

Fakultni nemocnice Olomouc zaznamenala ttok na poéitacové systémy.
Jak v patek informovala, hackerskému utoku odolala a funguje bez
omezeni.

Fakultni nemocnice Olomouc. llustracni foto | Foto

Jako lavina se internetem §ffil pred tfemi roky vydéraésky virus WannaCry. Tento Skodlivy kéd
2piisobil kolaps drah, benzinek i nemocnic. Ani po letech se na n&j véak nepodafilo zcela vyzrit,
podle analyzy kyberbezpetnostni spole¢nosti Check Point dokonce v letonim roce tento

-

nezvang navitévnik opét masivné todi.

,WannaCry bohuzel opét masivné titot. WannaCry je ransomwarovy &erv, ktery

se v kvétnu 2017 rychle il potitadovymi sitémi po celém svété. Po infikovéni

£ se systémem Windows zadifruje soubory na pevném disku a za j

pot
zpifstupnéni a degifrovani pozaduje v§kupné v bitcoinech, varoval Peter

ipadli hackefi, itoky odvracelo i prazské
tiste

g ETK, Domaci

tnf nemocnice Ostrava se v noci na patek stala teréem

rmetického ttoku. Cilem byl jeden z jejich serverit. Podobny

zaznamenala i Fakultni nemocnice v Olomouci. Obé jej

zily. Nékolik kybernetickjch ttoki zaznamenalo i Letisté

3, hackefi se pokouseli ziskat predeviim pristupové idaje do
mi. Pied ttoky varoval Narodni afad pro kybernetickou a

bezpetnost.

Rekama

Kovaléik, bezpetnostni expert Check Pointu.

Pred utoky na potitatové systémy nemocnic a dal3i cile ve ¢tvrtek varoval . — — S
B B BB BEB

Fakutii nemacnice v Ostro. | Folo: AkLuciné.cz
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H I'll buy the whole thing!
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“PLEASE HELP US...

Komplexni bali¢ek nastroju pro zavedeni kryptografie
a vicefaktorového pfihlasovani pro malé organizace:

e Vstupni analyza sou¢asného stavu
e Vybudovéni PKI infrastruktury (identita zaméstnance

How to achieve
NIS 2 compliance

Kaspersky can support you with
leading solutions and services

NIS 2
Compliance
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B Capacity building O

4
B People on the end organisation side

B Don't wait until ...
m it will happen again
m Adoption of NIS 2

B Community cooperation
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B Not to succumb to the illusion that buying
technology will solve everything
m Bottom up approach
m \We need to know how it works, to be able to fix it
m \We need develop skills and build capacities
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THANK YOU FOR THE ATTENTION
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Assoc. Prof. Dr. Jan Kolouch
jan.kolouch@cesnet.cz

Andrea Kropacova

andrea.kropacova@cesnet.cz
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