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#Together for Sience

■ Backbone network

■ Data repositories

■ Computing power



From 2 Mb/s to 400 Gb/s
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Users

500.000 users/day 300 connected institutions

Universities

Public administration and local 
government

Institutes of the Academy of 
Sciences

Research organisations and 
hospitals

Schools

Libraries, museums and 
galleries



HEALTHCARE SECTOR



Cyber sec in hospitals? 



WANNACRY?



https://www.cnet.com/news/watch-wannacry-attack-geography-in-real-time/ 

05/2017

https://www.cnet.com/news/watch-wannacry-attack-geography-in-real-time/




n On March 14, 2017, Microsoft released a security update
that addresses a critical vulnerability in the operating
system.

n The update mainly affects Windows XP, Windows Server
2003, and Windows 8

WANNACRY



LAZINESS?



HIS

https://www.agilus.ai/difference-between-vendor-
and-supplier/ 

https://www.irozhlas.cz/zpravy-
domov/konci-moznost-rychle-

zmeny-zdravotni-
pojistovny_201111301143_mkop

p 

EXPECTATIONS
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TYPICAL CONDITION

n IT/ICT?
■ 3-5 IT staff 
■ Mostly without experience from elsewhere 
■ Maintain systems often older than 15 years 
■ Poorly paid and compensated
■ No substitutability 
■ No training

n Cyber security?

n Compliance?



https://klatovsky.denik.cz/zpravy_region/horazdovickou-nemocnici-napadl-hacker-zmizely-rentgeny-20180130.html 

01/2018

Horažďovice hospital was attacked
by a hacker, X-rays disappeared

https://klatovsky.denik.cz/zpravy_region/horazdovickou-nemocnici-napadl-hacker-zmizely-rentgeny-20180130.html


https://www.idnes.cz/technet/software/benesov-
nemocnice-ransomware-paralyzovana-
kryptovirus.A191211_085601_software_kuz 

12/2019

A virus has struck Benesov, blackmailing hospitals and
cities around the world
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https://www.idnes.cz/technet/
software/benesov-
nemocnice-ransomware-
paralyzovana-
kryptovirus.A191211_085601
_software_kuz 

https://www.denik.cz/galerie/
ministr-adam-
vojtech.html?photo=1&back=
3052085763-48-1 

REACTION

The whole republic should learn from the mess at Benešov Hospital

The top men of Czech IT have teamed up to establish 

a cyber-guard for hospitals. 
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GREAT IDEA





https://zpravy.aktualne.cz/domaci/na-nemocnici-v-brne-zautocil-
vyderacsky-virus-spital-
povolal/r~ff91a02c6aa011eab1110cc47ab5f122/ 

03/2020

The hospital in Brno was attacked by a blackmailer, the
hospital called a crisis IT manager

https://zpravy.aktualne.cz/domaci/na-nemocnici-v-brne-zautocil-vyderacsky-virus-spital-povolal/r~ff91a02c6aa011eab1110cc47ab5f122/
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13 March 2020

§ Dafray 777 (2017) 

§ focused mainly on health, education 

§ "Authentic email" typically sent from hospital management 

§ Attachment: "invoice" or "patient" 

§ encrypts all data on the target computer system. Displays the message: 
“ransom demand”. 

Vector of the attack



https://olomoucky.denik.cz/zpravy_region/fakutni-nemocnice-olomouc-hackersky-utok-
2020.html 

04/2020

Olomouc faculty hospital was attacked by 
hackers, the attack was repelled

https://olomoucky.denik.cz/zpravy_region/fakutni-nemocnice-olomouc-hackersky-utok-2020.html
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https://zpravy.aktualne.cz/domaci/ostravskou-fakultni-nemocnici-v-noci-napadli-
hackeri/r~fd5f7078808e11eab1110cc47ab5f122/ 

04/2020

Ostrava and Olomouc hospitals 
attacked by hackers, Prague airport 

also fought off attacks

https://zpravy.aktualne.cz/domaci/ostravskou-fakultni-nemocnici-v-noci-napadli-hackeri/r~fd5f7078808e11eab1110cc47ab5f122/
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https://www.novinky.cz/krimi/clanek/lecebnu-v-horazdovicich-uz-podruhe-napadli-hackeri-vymazali-nektera-data-40347750 

02/2021

The hospital in Horažďovice was attacked by hackers for the 
second time, some data were deleted

https://www.novinky.cz/krimi/clanek/lecebnu-v-horazdovicich-uz-podruhe-napadli-hackeri-vymazali-nektera-data-40347750


https://www.idnes.cz/zpravy/domaci
/hacker-poliklinika-praha-narodni-
urad-pro-kybernetickou-a-
informacni-
bezpecnost.A210316_162241_dom
aci_flo 

03/2021

Three polyclinics in Prague attacked by hackers, mail and orders 
not working
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https://www.novinky.cz/internet-a-
pc/bezpecnost/clanek/zakerny-virus-wannacry-
opet-na-scene-masivne-utoci-na-pocitace-
40356244#dop_ab_variant=0&dop_source_zo
ne_name=novinky.sznhp.box&dop_req_id=EC
S3Cf9o0Go-
202104071752&dop_id=40356244&source=h
p&seq_no=5&utm_campaign=&utm_medium=
z-boxiku&utm_source=www.seznam.cz      

05/2022

The insidious WannaCry virus is on the scene again. Massively 
attacking computers



https://www.novinky.cz/clanek/krimi
-lecebna-v-horazdovicich-naletela-
podvodnikovi-poslala-mu-13-
milionu-korun-40408639 

09/2022

The hospital in Horažďovice fell for a scammer, sent him 
1.3 million crowns
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hSOC



WHY?

Protect yourself

Protect others 





hSOC

n 61 medical facilities

n 8 founders

n 1 ministry 

n 3 universities

n 5 other institutions



THE ROLE OF CESNET?





hSOC VRF



• unified traffic control management

• ExaFS
• unified UI for traffic control ~ 

• “single point of knowledge“

• transparent API

• flow-based traffic monitoring

• FTAS
• collection, processing, storage, 

visualization of flow-based information

• configurable traffic detectors

Uniform control of regulation and monitoring 
of operation



• hSOC VRF → separate infrastructure for a specific community ~ network within a 
network

• connections to the "big" network in geographically diverse locations

• why a separate network ?

• VRF connection from the user's point of view ?

hSOC VRF



hSOC VRF defence strategy

• Level 1 - the backbone of e-infrastructure

• a set of mechanisms for security and traffic control, unified management

• control of both directions of operation

• Level 2 - hSOC VRF

• selected set of mechanisms for traffic control, unified control



● Each level - dedicated tool instances
● detectors in VRF

● other policies

● different sensitivity

● more specific

● treatment techniques

● RTBH

● BGP FlowSpec

● RPKI, QoS

● AntiDDoS ext.

● DoS Protector

hSOC VRF - part of a "multi-stage" network defence



hSOC VRF - part of a "multi-stage" 
network defence

• Automatic traffic treatment
Level 1

• entire e-infrastructure against typical network attacks, both 
directions of traffic → compromise basis

Level 2

• hSOC community → focused on the common nature of 
traffic

Level 3

• user (end network) → specific needs (vulnerabilities, etc.)

"Manual" traffic treatment
• CSIRT, backbone administrators

• self-service treatment of operation by the user



hSOC VRF – operatinal experience

●Under continuous optimization
●detectors are configured (not hard-coded)
●traffic analysis of interesting traffic schemes
●non-destructive (traffic perspective) testing detectors
●tuning detection strategy, detection limits, sensitivity

●Internal cooperation

●multi-disciplinary - network admins, security people, developers)
●Communication with users

●applications, network devices, FWs, .. configurations tuning
●on-demand support (targeted attacks against user resources)

●False-positives
●unpredicted (nothing reported for last year)
●predicted – in cooperation with users or in extreme situations

●Notice: It is flow-based (transport level) detection→ clearly determines range of effective 
use (observing “packets“ not application data)



Results Examples – hSOC-VRF border – detection & traffic 
limitation

● 6 months statistics - sources of anomalies
● summaries per day
● 32K unique addresses detected
● 93% of detected flows blocked (automated traffic 

limitation controlled by monitoring system)
● detection rate ~ 0.4-2 per second

hSOC-VRF
● less than 2% of whole community address space
● participants have similar traffic characteristics – common 

strategy and detectors can be applied
● it is second level of defense (first level is e-infrastructure 

perimeter) with much higher sensitivity of detectors

93%



SCAN



VRF

n 15 hospitals involved

n next in the connection process



SITUATIONAL AWARENESS



hSOC-EMERGENCY
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HYBRID SOC MODEL?



- Receiving
- Processing
- Enrichment
- Analysis
- etc.

DATA

- FTAS
- exaFS
- NERD
- Warden
- Mentat

- Logmgmt
- SIEM

- VM
- aj.

Externí 
zdroje

FTAS, netflow, ipfix, 
sFlow, honeypots, 
IDS, IPS, Logs aj.

security events, 
NÚKIB, partners, etc.

(incident handling)

FTAS and network 
analytics

Situational Awareness 
analytics

Analyst

Analyst Analyst

Connected organisation 
(university, hospital etc.)

Response
Disaster recovery

- Procedures
- Asset management
- DRP
- Risk analysis
- Impacts 
- Etc.

Incident reports, 
event reports, 

vulnerability reports.

consultation, cooperation

consultation, cooperation

Interventions 
(filters, blocking, etc.)

hSOC
Logy - @, NAT, DHCP, FW, 

dom. controller, radius, 
IDM…

Scans, vulnerability 
mgmt…

Analyst



CPoS 2.0



https://archi.gov.cz/_media/nap-
dokument:metropolitky_1.jpg?cache= 

The following describes 
the variants and method 
of connecting 
Metropolitan Networks 
(MAN) to Central Point 
of Service (CMS) via 
Regional Networks, 
Territorial Departments 
of the Police of the 
Czech Republic, 
Academic Network 
CESNET or Financial 
Offices (GFD network). 

https://archi.gov.cz/_media/nap-dokument:metropolitky_1.jpg?cache=
https://archi.gov.cz/_media/nap-dokument:metropolitky_1.jpg?cache=
https://archi.gov.cz/en:nap:komunikacni_infrastruktura_verejne_spravy
https://archi.gov.cz/en:nap:komunikacni_infrastruktura_verejne_spravy


METHODOLOGY AND LEGISLATION





COOPERATION AND 
COMMUNICATION



OPPORTUNITIES

n Sharing know-how and human capacity
■ best-practice, 

■ concept and design architecture

■ training, seminars and workshops

■ technology standards

■ roadmap for the establishment of a joint distributed CSIRT team, SOC

n Emergency communication channels

n Setting up workflow and processes for the involved 
entities



https://hsoc.cesnet.cz

https://hsoc.cesnet.cz/cs/join


ARE HOSPITALS SAFE?



PATIENT



https://www.alza.cz//withings-wpm04-all-inter-
d5694259.htm?kampan=adwsda_domaci-
elektro_pla_all_obecna_zdravi_c_21494__WITTL915&gclid=EAIaI
QobChMInJmc4KSogQMVIjIGAB2fEwhVEAkYBiABEgI2p_D_BwE 
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B BRAUN - INFUSOMAT® SPACE® LARGE 
VOLUME PUMP



DATA SHOULD CIRCULATE, 
NOT PEOPLE…



„AI“…









SOLUTION No. 1 



https://practicalhealthp
sychology.com/cz/2020
/05/stop-being-an-
ostrich-the-benefits-of-
helping-people-to-
monitor-their-progress/ 
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SOLUTION No. 2 



n I'll buy the whole thing! 



SOLUTION No. 3 



No. 3

n Capacity building

n People on the end organisation side

n Don't wait until …
■ it will happen again
■ Adoption of NIS 2

n Community cooperation



Real Challenges?



nNot to succumb to the illusion that buying 
technology will solve everything
■ Bottom up approach
■We need to know how it works, to be able to fix it
■We need develop skills and build capacities



CAPACITY BUILDING



THANK YOU FOR THE ATTENTION

Assoc. Prof. Dr. Jan Kolouch
jan.kolouch@cesnet.cz
Andrea Kropacova

andrea.kropacova@cesnet.cz  
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