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RedCLARA is responsible for the 
implementation and management of 
the network infrastructure that 
interconnects the Latin American 
National Research and Education 
Networks (NRENs), and through them, 
a large number of universities and 
research centers.

Introduction
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Members

TNC24

• Currently RedCLARA has 9 
associated members

• The coverage area is 15.76 million km²

• For comparison, Europe area is      
10.18 million km²

• +105,435 km of network circuits
• +3,059 PB of transmitted data in 

2023

• +2,000 connected                     
universities
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Infrastructure
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Cisco ASR 9904
• 6 RU
• Up to 16 Tbps
• 2 line cards, 2 RSPs

Ciena WaveServer Ai
• 1 RU
• Up to 2.4 Tbps line + 2.4 client
• 3 transponder slots
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NEG Systems
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MANRS – Mutually Agreed Norms for 
Routing Security – is a global initiative 
created in 2014 with the support of 
the Internet Society and with the goal 
of improving the security and 
resilience of the global routing system 
based on a list of recommendations.

What is
MANRS?
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The list of recommendations includes:
1. Preventing propagation of incorrect 

routing information;

2. Preventing traffic with spoofed source 
IP address (anti-spoofing);

3. Facilitating communication and 
coordination between network 
operators;

4. Facilitating validation of                    
routing information on                                   

a global scale (RPKI).

What is
MANRS?

TNC24



Cooperación Latino
Americana de Redes Avanzadas

RedCLARA is a MANRS participant and 

has successfully implemented all 4 

recommended actions:

ü Action 1: Filtering

ü Action 2: Anti-Spoofing

ü Action 3: Coordination

ü Action 4: Global Validation

How
are we?
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• 3 NRENs are MANRS participants

ü RNP

ü CONARE

ü CEDIA

• 6 NRENs are not MANRS 
participants

How
are we?
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Starting in July 2023, the MANRS 

compliance score was made public 

to all participants.

This change has been made by the 

MANRS Steering Committee and is 
intended to align objectives of the 

community for the following          

points:

How
are we?
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• Raise awareness of routing security 
problems and encourage networks to 
implement best current practices to 
address them.

• Improve transparency and credibility of 
the MANRS initiative.

• Promote a culture of collective 
responsibility toward the security and 
resilience of the Internet’s                         
global routing system.

How
are we?

TNC24
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• Preventing the spread of 
incorrect routing information

• The simplest way is through the 
use of prefix-list for the routes 
received from BGP neighbors

How to 
implement 
MANRS in 
100%?

Action 1 : Filtering
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router bgp 27750
vrf INTERNET
neighbor 200.0.204.245
remote-as 52470
description CONARE Internet
address-family ipv4 unicast
route-policy CONARE-INTERNET-IN in
route-policy CONARE-INTERNET-OUT out
remove-private-AS
!
!
!
!
route-policy CONARE-INTERNET-IN
if destination in CONARE.INTERNET then
set community (27750:64104)

else
drop

endif
if validation-state is invalid then
set local-preference -10

endif
end-policy
!

route-policy CONARE-INTERNET-OUT
if destination in DEFAULT then
done

else
drop

endif
end-policy
!
prefix-set CONARE.INTERNET
179.0.20.0/22 le 24

end-set
!
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• Preventing traffic with 
illegitimate IP addresses of origin

• There are many ways to do it but 
the recommended one is using 
the protocol called uRPF

How to 
implement 
MANRS in 
100%?

Action 2 : Anti-Spoofing
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uRPF has 2 different algorithms:

• uRPF loose

• uRPF strict

The protocol must be configured 
on the input and output interfaces 
of the network

How to 
implement 
MANRS in 
100%?

Action 2 : Anti-Spoofing
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RP/0/RSP0/CPU0:rtr-core-pty(config-subif)#ipv4 verify unicast source reachable-via ?
any  Source is reachable via any interface
rx Source is reachable via interface on which packet was received

interface Bundle-Ether1.55
description CONARE Internet
mtu 1522
vrf INTERNET
ipv4 address 200.0.204.244 255.255.255.254
ipv4 verify unicast source reachable-via any allow-self-ping allow-default
ipv6 verify unicast source reachable-via any allow-self-ping allow-default
ipv6 address 2001:1348:1:7::34/127
flow ipv4 monitor FLOW-MONITOR-MAP-IPv4 sampler SAMPLER-MAP-1-OUT-OF-10000 ingress
flow ipv6 monitor FLOW-MONITOR-MAP-IPv6 sampler SAMPLER-MAP-1-OUT-OF-10000 ingress
encapsulation dot1q 1506 second-dot1q 55
!
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• For BCP38 validation tests, we 
must install CAIDA Spoofer 
application in 2 different points 
of the network

• The results are verified regularly 
and published on the CAIDA 
website.

How to 
implement 
MANRS in 
100%?

Action 2 : Anti-Spoofing
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• Facilitating global operational 
communication and coordination 
between network operators

• Network operators are expected 
to keep contact information up-
to-date and globally accessible

How to 
implement 
MANRS in 
100%?

Action 3 : Coordination
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• In the RIR portal the aut-num, route, 

route6 and as-set objects must be 

created and updated

• In PeeringDB the AS and contact 

information must be updated. IRR 

as-set is very important

• Information in RADb is desirable,   

but optional

How to 
implement 
MANRS in 
100%?

Action 3 : Coordination
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[tmonsores@home ~]$ whois as27750

aut-num:     AS27750
owner:       Cooperación Latino Americana de Redes 
Avanzadas
ownerid:     UY-CLAR-LACNIC
responsible: Luis Eliécer Cadenas Marín
address:     Rambla Republica de Mexico, 6125,
address:     11200 - Montevideo -
country:     UY
phone:       +598 2 6042222 [5301]
owner-c:     MAT144
routing-c:   MAT144
abuse-c:     MAT144
created:     20040707
changed:     20190814

nic-hdl:     MAT144
person:      Marco Teixeira
e-mail:      marco.teixeira@redclara.net
address:     Hermantino Coelho, 77, -
address:     - - Campinas -
country:     BR
phone:       +55 19 37873367 [0000]
created:     20190226
changed:     20220112
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• All objects discussed in action 3 are 

expected to be properly created

• An RPKI validation system must be 

implemented and connected to the 

routers

• A routing policy should be applied 

decreasing the priority                          

of invalid routes

How to 
implement 
MANRS in 
100%?

Action 4 : Global validation
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router bgp 27750
rpki server 138.59.12.91
bind-source interface Loopback0
transport tcp port 3323
response-time 300

!
address-family ipv4 unicast
bgp origin-as validation enable

!
address-family ipv6 unicast
bgp origin-as validation enable

!
vrf LHCONE
address-family ipv4 unicast
bgp origin-as validation enable

!
address-family ipv6 unicast
bgp origin-as validation enable

!

vrf INTERNET
address-family ipv4 unicast
bgp origin-as validation enable

!
address-family ipv6 unicast
bgp origin-as validation enable

!
vrf COPERNICUS
address-family ipv4 unicast
bgp origin-as validation enable

!
address-family ipv6 unicast
bgp origin-as validation enable

!
vrf AcdContinental
address-family ipv4 unicast
bgp origin-as validation enable

!
address-family ipv6 unicast
bgp origin-as validation enable

TNC24



Cooperación Latino
Americana de Redes Avanzadas

router bgp 27750
vrf INTERNET
neighbor 200.0.204.245
remote-as 52470
description CONARE Internet
address-family ipv4 unicast
route-policy CONARE-INTERNET-IN in
route-policy CONARE-INTERNET-OUT out
remove-private-AS
!
!
!
!
route-policy CONARE-INTERNET-IN
if destination in CONARE.INTERNET then
set community (27750:64104)

else
drop

endif
if validation-state is invalid then
set local-preference -10

endif
end-policy
!

route-policy CONARE-INTERNET-OUT
if destination in DEFAULT then
done

else
drop

endif
end-policy
!
prefix-set CONARE.INTERNET
179.0.20.0/22 le 24

end-set
!
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Recommended websites:

• Routinator: 
https://github.com/NLnetLabs/ 
routinator

• IRR Explorer:      
https://irrexplorer.nlnog.net

How to 
implement 
MANRS in 
100%?

Action 4 : Global validation
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redclara.net

tiago.monsores@redclara.net

linkedin.com/in/tiagomonsores


