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Why OpenID Federation?



SAML 2.0:

● An open standard

● Extremely successful and adopted

● It has several implementations

● 87 R&E Federations + eduGAIN 

● Used everyday by millions of users

R&E Federations are based on SAML 2.0

Trscavo, CC BY-SA 4.0



SAML 2.0 is a legacy protocol

Source https://lists.oasis-open.org/archives/security-services/202308/msg00004.html

● OASIS Security Services 

Technical Committee 

closed last year.

● Last specification dates 

back to 2019.



Won’t (ever?) get supported in SAML 2.0

● Mobile App.

● REST-like/API based authentication flows.

● FedCM (Federated Credential Management).

● Decentralized identity and Verifiable Credentials.

● Post-quantum cryptography support.



The OAuth 2.0 authorization 

framework enables a third-party 

application to obtain limited access to 

an HTTP service [..] on behalf of a 

resource owner [RFC 6749]

OpenID Connect 1.0 is a simple identity layer 

on top of the OAuth 2.0 protocol. It enables 

Clients to verify the identity of the End-User [..] 

in an interoperable and REST-like manner. 

[openid-connect-core-1_0]



● Current industry standards for Authorization and Authentication.

● Mobile friendly and API (REST-like) friendly.

● JSON Web Token.

● Actively supported by the developer community.

● Very lively standards.

● DID and VC support.

OAuth 2.0 and OpenID Federation



OpenID Federation Overview
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eduGAIN OpenID Federation Profile



eduGAIN OpenID Federation Profile

    OpenID4RS General Architecture

    OpenID4RS Federation

    OpenID4RS Connect

    OpenID4RS Technical Rules, Policies and Constraints

https://github.com/GEANT/edugain-openidfed 

https://github.com/GEANT/edugain-openidfed


An eduGAIN OpenID Federation Topology

eduGAIN TA
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eduGAIN OpenID Federation POC



● Sharing existing experience and providing a sparring partner to the eduGAIN 
PoC team

● Contribute to standards and policy development for eduGAIN and national 
federations (upon request by the eduGAIn PoC team)

● Developing or further enhancing software tools, including, but not limited to:
○ Contribute to existing software development for the eduGAIN PoC
○ Build/Productise a (scalable) resolver which can be deployed by fedops and 

eduGAIN
○ Further improve visualisation and reporting tooling
○ Further improve Go based OP/RP

eduGAIN OpenID Federation POC

https://wiki.geant.org/x/ZoEDLQ 

https://wiki.geant.org/x/ZoEDLQ


OIDCfed support on SimpleSAMLphp

https://wiki.geant.org/display/GWP5/OIDCfed+support+on+SimpleSAMLphp 

Leverage  
GEANT 
Project 
GN5-1 
WP5 

existing 
work and 
expertise

https://wiki.geant.org/display/GWP5/OIDCfed+support+on+SimpleSAMLphp


Implement OpenID Federation into 
SimpleSAMLphp and Shibboleth IdP

Related to the above eduGAIN OpenID Federation Pilot, 

we would like to add OpenID Federation capabiliteis to 

commonly used software in our ecosystem. This activity will 

complete the work on implementing OpenID Federation into 

SimpleSAMLphp, as well as start with an implementation 

for Shibboleth IdP. 

https://wiki.geant.org/x/ZIEDLQ 

https://wiki.geant.org/x/ZIEDLQ


Contributors to eduGAIN POC and OpenID Federation 
Incubator activities
Giuseppe De Marco, Independent

Roland Hedberg, Independent

Niels van Dijk, SURF

Michael Schmidt, LRZ

Gabriel Zachmann, KIT

Diana Gudu, KIT

Martin van Es, Independent



eduGAIN OpenID Federation Pilot



Stay Tuned!

eduGAIN OpenID Federation Pilot will start in September 2024

https://edugain.slack.com/archives/CF3C7BAR5 

support@edugain.org 

https://edugain.slack.com/archives/CF3C7BAR5
mailto:support@edugain.org


Davide Vaghetti (GARR) - davide.vaghetti@garr.it

Any questions?
Thank you


