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SURF's Automation journey

Imported SURFnet7 
services

2018

First 
subscriptions

Finished migrating 
SURFnet8

Fully automated via 
orchestrator

2020

Opensourced
Workflow orchestrator

2021

Selfservice in 
Networkdashboard

Modify actions 
to  orchestrator subs

criptions

2021

Providing impact 
detailed notifications 

to customers 

2023

CIM Service tickets

NMS UI
Chassis / customer 

focused interface 
combining data from 

different sources

2024

All source code available 
in GitHub 

workfloworchestrator.org
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Network configuration in first years

Network configuration

SURF network

NSOIPAMCMDB

Migration to SURFnet8

Many changes in a 
steady network.

One 5500 active 
subscriptions ~3000 
workflows year on year
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Shift from configuration to ops

Network configuration and service modelling

Operational backend integration

Engineering & real-time actions

AIOPS

2018 2026+

SURF network

NSO Jira Zabbix

gRPC

ML

IPAM
CMDB
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New interfaces in UI

Network configuration and service modelling

Operational backend integration

Engineering & real-time actions

AIOPS

2018 2026+

Orchestrator
(Opensource)

LIR Prefix 
Page

CIM Service 
tickets

NMS UI
(Chassis/Service/ 

Customers)

SURF Orchestrator
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Overview of allocated subnets1

Netbox
(IPAM)

RIPE proxy
(WHOIS admin)

Redirects to create workflow

Register subnet in RIPE

2

3

LIR Prefix page provides 

Calculates free prefixes 

4

LIR prefix UI

Orchestrator
(Opensource) LIR Prefix CIM Service 

tickets
NMS UI

(Chassis/Service/
Customers)

SURF Orchestrator
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Claiming a new subnet for a customer
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Claiming a new subnet for a customer
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Claiming a new subnet for a customer
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Orchestrator
(Opensource) LIR Prefix CIM Service 

tickets
NMS UI

(Chassis/Service/
Customers)

SURF Orchestrator

Orchestrator
(BE/DB)

IMS
(CMDB)

JIRA
(PW/incident 

tickets)

Service ticket UI
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Customer 
preferences
(networkdashboard)

Sources

CIM Service tickets – create & relate function

Matching Jira ticket with impact 
analyses in CMDB

1

Find customers and contacts

Apply customer preferences

2

3

Creating a service ticket 

Map subscriptions to impacted 
objects

4

Calculated 
objects from 
CMDB

Jira Ops ticket

Customer 
and contacts

Subscriptions

crm







Title only #1

deepltemplate

Email generator

CIM Service tickets – mailing function

Apply email template1

Enrich per customer email:

• customer alias
• 3rd party Ids
• service configuration details
• link to network dashboard

2

3

Mailing to customers 

Translate from NL to EN (DeepL)
open

update

close

1

2

3
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Orchestrator
(Opensource) LIR Prefix CIM Service 

tickets
NMS UI

(Chassis/Service/
Customers)

SURF Orchestrator

Orchestrator
(BE/DB)

IMS
(CMDB)

Service 
Tickets

Zabbix

NMS UI
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Orchestrator UI versus NMS UI 

• Subscriptions

• Workflows

------

Generic/opensource

• Product modelling

• Product Lifecycle

• Integrity

Orchestrator
(Opensource)

• Chassis

• Customers

• Services

------

• Engineering focus 

• Alarms

• Planned work

• Operational data

NMS UI
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NMS UI combined with orchestrator 

Orchestrator

CIM Service tickets

LIR prefix

Orchestrator
(MostlyOpenSource

NMS UI
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Chassis view - ports

List of customers1

Services per port

Consumed VLANs

2

3

LIR Prefix page provides 

List of services

4

1

2

34

Quick action menu5

5 6 Admin & Operational status

6
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Chassis view - services
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Chassis view - services
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Chassis view - customers
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Chassis view - customers
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Customer pages

Planned work (WIP)
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Customer pages

Planned work (WIP)
Customer aliases
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Service view
Operational port/service 
status directly from device

Physical port details from 
CMDB
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Service view
Operational port/service 
status directly from device

Physical port details from 
CMDB
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Work in progress
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Work in progress

Acknowledge alarm
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New ideas for NMS UI
• Notify function to inform customer on a port down event

o Checks for planned work
o Get customer contacts
o Create Jira ticket
o Generate standard email
o Acknowledge alarm in Zabbix with Jira link in note

• Alarm suppression during planned maintenance
o Impact object form planned work use as filter in Zabbix to suppress alarm

• Operations on pluggable DCOs in service layer
o Monitoring wavelength and power levels



AI-Ops, our version of an Intelligent network

• Our network is evolving
• Multi-vendor/Multi-OS
• Diversity of services is 

increasing
• Campus offering
• TFT network

• Higher level of integration
• We need help!



Our ambition is to have an 
Intelligent Network capable 

of correctly assessing 
incidents and fixing them in 

real-time by using AI-Ops

31
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What is AI-Ops?



Text + Image (s)

Implementing AI-Ops - Approach
Managing high resolution 

telemetry is proving to be a 
difficult engineering challenge

• Data engineering
• Managing a large volume of telemetry

• Use case modelling
• BGP neighbour



Agenda 6x

Real-time processing and correlation

gNMI
gNMIc

TSDB

Sanitization BGP Correlator

ML Models

Proposers Alerters

+/- 100k e/ps
+/- 5 tot 10k e/ps

Other Correlator

+/- 10 e/ps

events

Other Correlator
Other Correlator

Network
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Correlator Pipeline -  anomaly detection

Peering is Established

No prefixes 
received

+/- 5 tot 10k e/ps

Correlators
Correlators

Correlators
Correlators

Correlators
Correlators

Correlators
Inference

Resolution of 1 minute Anomaly detected?

Correlator

Anomaly correlated

ML Models

Resolution of 1 hour
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Can we detect this usecase?

Traffic re-routed towards IX’es due to change @Microsoft
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Building a model – Adopting MLOps

• Highly scalable
• Easy to train
• Easy to run

• What is the best type of model?
• LSTM vs Transformers

• Adopting MLOps
• From model training to 

application deployment
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LSTM 
• Long Short-Term Memory
• Often used in anomaly detection
• Example:

• “The cat sat on the ____”
• Reads one word at a time and predicts 

“mat” based on context

• Neural network well suited for 
timeseries prediction

• Trained with context about time of 
day and day of the week
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Transformers 
• Reads an entire sequence at once 

and remembers key information
• Example:

• “The cat sat on the mat, because it 
was tired.”

• Knows that “it” refers to ”the cat”

• Faster than LSTM and scales 
better with large amount of data

• Basis for Chat-GPT and other 
LLM’s

• Not as easy to adapt to 
timeseries data
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Demo of the LSTM model

• Real time analysis of a raw data stream
• Monitoring a single BGP neighbour
• Filling of prediction buffer – sliding window
• Predicting 15 seconds ahead
• Detecting an induced anomaly when Mean 

Squared Error is > 99th percentile

• Shout out: Victor Vlugt and Ducan Kampert



Video

Demo
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Next Steps
• Deploy to production and start monitoring our 

BGP neighbors
• Rinse and repeat for different use cases and 

incorporate in the model
• Create an agent that can react to network 

anomalies and correlate the events accross 
the network

• Integrate with the Workflow Orchestrator and 
the incubator project in GN5-2 WP6
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Any Questions??
• Scan QR code  for Workflow 

Orchestrator resources

??



Closing slide

•  

Wouter Huisman & Peter Boers 

Wouter.Huisman@surf.nl

Thank you for 
your attention!

Peter.Boers@surf.nl
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