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| SURF's Automation journey

First
subscriptions

Imported SURFnet7
services

Opensourced

Workflow orchestrator
All source code available

in GitHub

workfloworchestrator.org

om,

Finished migrating
SURFnet8

Fully automated via
orchestrator

2 = 2 O

CIM Service tickets

Providing impact
detailed notifications
to customers

Selfservice in
Networkdashboard

Modify actions
to orchestrator subs
criptions

NMS Ul

Chassis / customer
focused interface
combining data from
different sources



| Network configuration in first years

Create workflows of corelink and IP

Network configuration .
w Migration to SURFnet8

4 \ v B /\
y , —
C M D B I PAM ) 2019 2020 2021 20 2023 2024 2025

Subscriptions over time

SURF network Many changes in a
steady network.

____ Oneb500 active
f\ « subscriptions ~3000
— workflows year on year




| Shift from configuration to ops

2018 2026+

Network configuration and service modelling

Engineering & real-time actions




| New interfaces in Ul

Network configuration and service modelling

Engineering & real-time actions

NMS Ul

(Chassis/Service/
Customers)

tickets

LIRPrefix | CIM Service

@ SURF Orchestrator




| LIR prefix Ul

Orchestrator CIM Service NMS Ul

LIR Prefix _ : :
(Opensource) tickets (Chassis/Service/

Customers)

LIR Prefix page provides

€@ Overview of allocated subnets

@) Calculates free prefixes
Netbox RIPE proxy @ Redirects to create workflow
(IPAM) (WHOIS admin) @

Register subnet in RIPE




| Claiming a new subnet for a customer

Workflow
Orchestrator

+ New subscription

LIR prefixes

195169.15.0/24 /24 Deltion College DELTION Allocated 2f0e1d40  IPv4  195169.0.0/16 24/01/2019

Start
Chassis Select root prefixes Select prefix state
S 195169.0.0/16 X 2001:610:/29 X /0 X v Free X Allocated X v
Customers
Q) Search
Service Tickets
) Prefix T Len Customer Description State SubID Fam Parent Start date
LIR Prefixes
| 195169.0.0/24 /24 SURFnet bv SURFNET (SURFnet PoPcofSURFcloud TilbL ~ Allocated 210ced11 IPv4 195169.0.0/16 24/01/2018
Orchestrator
| 195169.1.0/24 124 SURFnet bv SURFNET (SURFnet PoPco bij UMCU) Allocated 2125e4da IPvd 195.169.0.0/16 24/01/2019
| 195169.2.0/24 /24 netSURF NETSURF (Wibi Darknet 9/8/2004) Allocated a201a568 IPv4 195.169.0.0/18 24/01/2019
| 195169.3.0/24 /24 ASTRON ASTRON Allocated 8c72babf IPv4 195.169.0.0/18 24/01/2019
| 195.169.4.0/24 /24 Lentiz Onderwijsgroep LENTIZ Allocated c8182a72 1Pv4 195.169.0.0116 24/01/2019
| 195.169.5.0/24 /24 N/A Free space - generated Free Create 1Pv4 195.169.0.0/16 16:18:12
| 195169.6.0/23 /23 Previder INTROWEB Allocated 195.169.0.0/16 24/01/2019
| 195169.8.0/24 /24 N/A Free space - generated Free 195.169.0.0/16 16:18:12
| 195.169.9.0/24 124 Deltion College DELTION Allocated 195.169.0.0116 24/01/2019
| 195.169.10.0/24 124 N/A SVOPL Allocated 36b92b53 IPvd 195.169.0.0/16 24/01/2019
| 195.169.11.0/24 /24 N/A Free space - generated Free Create 4 IPv4 195.169.0.0/16 16:18:12
| 195.169.12.0/24 /24 N/A Free space - generated Free Create (4 IPv4 195.169.0.0/16 16:18:12
| 195169.13.0/24 /24 SURFnet bv SURFNET (Mailfilter outbound SMTP) Allocated 59439cff 1Pv4 195169.0.0/16 24/01/2019
| 195.169.14.0/24 /24 N/A Free space - generated Free Create 4 IPvd 195.169.0.0/16 16:18:12



| Claiming a new subnet for a customer

Workflow
Orchestrator

+ New subscription

LIR prefixes

Start
[ start Workflows New Create ip lic_pr
I, Select root prefixe| . —
Chassis Create IP LIR Prefix + s °
S 195169.0.0/16 X ® v
Customers
Q search Status Current step Started by Started on Last update
create. form R
Service Tickets
Prefi dat
LIR Prefixes TP -
| 195169.0.0/24 1/2019
Orchestrator
| 195169.1.0/24 Userinput 112019
o1
Please submit the form to start this workflow
| 195169.2.0/24 1/2019
| 195169.3.0/24 1/2019
IP Lir Prefix
| 195169.4.0/24 Customer* 1/2019
Search and select the customer for the product
| 195169.5.0/24 T—— P— A2
| 195169.6.0/23 Customer contact persons . . 1/2019
The persons to notify when the process is finished. You can add multiple emails, names and phone numbers.
Name Email Phene number
195169.8.0/24 112
Search and add contact persons.
| 195.169.9.0/24 - 1/2019
| 195169.10.0/24 + 1/2019
| 195.169.11.0/24 12
Jira ticket 1D
| 195169120/24 The JIRA ticket ID that will be used/mentioned in the confirmation mail 12
| 195169.13.0/24 1/2019
| 195169.14.0/24 P Prefix settings 112
| 195.169.15.0/24 1P Prefix * /2019
workliowerehesiratecer Select a free subnet
195.169.5.0/24




| Claiming a new subnet for a customer

Workflow
Orchestrator

+ New subscription

LIR prefixes

Start
[ start Workflows New Create iplir_pr

Chassis sectrootpreliel - Create IP LIR Prefix +
195.169.0.0/16 X

Services ® y Workflow Engine is RUNNING m
& Orchestrator

Customers

Q Search status Current step Started by

create form S

[:DStarl Subscriptions  ¢9d206f3-22c5-4¢cc9-b061-614dfff215be

Si Ticki + New subscription
ervice Tickets

LR prefices il SURF prefix LIR 145.98.16.0/24 + ctions 7

Start
195169.0.0/24 active in-sync
Orchestrator
195169.1.0/24 Userinput Chassis
c Please submit the form 1o start this Workilow £ Service configuration % General @ Workflows < Related subscriptions
195169.2.0/24 Sarvices
Clistomars Product blocks Hideall  Select by name
195.169.3.0/24
IP Lir Prefix o
L — SURF prefix LIR 145.98.16.0/24 x SURF prefix LIR 145.98.16.0/24 Show detalls
195.169.4.0/24 Customer * 2 & e IP_PREFIX
Search and select the customer for the product
LIR Prefixes
195169.5.0/24 Search and a customer. Customer Aggregate false
195169.6.0/23 Customer contact persons. Orchestrator Ddos Auto Mitigation false

The persons to notify when the process is finished. You can add multiple emails, names and phone numbers.

Name Email Subscriptions i

Search and add contact persons.
C Workflows

false
195169.9.0/24 Elsned
T
a8 To Internet false
195169.10.0/24 Metadata ) )
Write To Ripe Db © true
195160.1.0/24 Setthgs inetnum 145.9816.0 - 145.986.255
Jira ticket 1D
The JIRA ticket ID that will be usedfmemmned in the confirmation mail
195.169.12.0/24 netname ANY-NET
195169.13.0/24 country NL
195169.14.0/24 admin-c SNS1-RIPE
IP Prefix settings
19516915.0/24 1P Prefix * tech-c SNS1-RIPE
SDerorduerhesintocos Select a free subnet
status LEGACY
195.169.5.0/24
mnt-by SN-LIR-MNT
created 2025-03-03T13:02:11Z
Cancel last-modified 2025-03-03T13:02:11Z
source RIPE




| Service ticket Ul

@ SURF Orchestrator

Orchestrator IR e 1 CIM Service NMS Ul
. (Chassis/Service/
(Opensource) tickets Customers)

Orchestrator IMS (pW;iI:é?dent
(BE/DB) (CMDB) i
tickets)




| CIM Service tickets — create & relate function

Sources

f

1‘1 Jira Ops ticket

_
[ ‘ Calculated
dMS objects from
. CMDB

p

N
Subscriptions

\l/

-
e
Customer
and contacts
-
s

@% Customer
preferences

(networkdashboard)

.

Creating a service ticket

© Matching Jira ticket with impact
analyses in CMDB

@ Map subscriptions to impacted
objects

® Find customers and contacts

Q Apply customer preferences



Workflow
Orchestrator

® Engine is RUNNING m

([ start Service-tickets

+ New subscription

Service tickets
Start
Active  Completed
Chassis
Services
Jira ticket Priority = Title
Customers
SNNP-98657 Restpunt filterinstallatie op Zwt001a
SNNP-100371 Dag 2: dempingsissues verhelpen tussen D¢
LIR Prefixes
SNNP-100179 Fiberwerkzaamheden tussen CRLOO1A (CH:
Orchestrator

SNNP-100300

SNNP-100297

SNNP-98947

SNNP-100492

SNNP-98948

Rows per page: 15

|

Fiberwerkzaamheden Eurofiber in Eindhove

Fiberwerkzaamheden Eurofiber in Amsterda

Opruimen oude TFT link Dgl001a - Zwt001a

Fiberwerkzaamheden tussen BDOO9B (Amp

Opruimen oude TFT link Zwt001a - Gn012a

State

open

open

updated

open

open

open

open

open

Opened by

TR
TG

Start time

04/06/2025, 09:00:00

05/06/2025, 09:00:00

06/06/2025, 04:00:00

06/06/2025, 00:00:00

06/06/2025, 00:00:00

04/06/2025, 09:00:00

04/06/2025, 08:00:00

04/06/2025, 11:00:00

End time

04/06/2025, 17:00:00

05/06/2025, 17:00:00

07/06/2025, 06:00:00

06/06/2025, 05:00:00

06/06/2025, 06:00:00

04/06/2025, 17:00:00

04/06/2025, 10:00:00

04/06/2025, 17:00:00

© New service ticket

Created on

28/05/2025

28/05/2025

28/05/2025

28/05/2025

28/05/2025

27/05/2025

27/05/2025

27/05/2025

Updated on.),

28/05/2025

28/05/2025

28/05/2025

28/05/2025

28/05/2025

27/05/2025

27/05/2025

27/05/2025



Workflow
Orchestrator

+ New subscription

Start

Chassis
Services

Customers

Service Tickets

LIR Prefixes

Orchestrator

([ start Service-tickets

Service ticke

Active

Jira ticket

SNNP-98657

SNNP-100371

SNNP-100179

SNNP-100300

SNNP-100297

SNNP-98947

SNNP-100492

SNNP-98948

Rows per page: 15

Completed

Priority ~ Title

Restpunt filterinstallatie op Zw|

Dag 2: dempingsissues verhel

Fiberwerkzaamheden tussen (

\berwerkzaamheden Eurofibe

Fibererkzaamheden Eurofibe

Opruimen\oude TFT link Dgl0Q

FiberwerkzaarRheden tussen B

Opruimen oude TFX link Zwt0(

|

(D start Service-tickets 378b91b3-b80a-4612-99f8-eaefb83885fc

Restpunt filterinstallatie op Zwt001a

& General

Service ticket details

Title

Jira ticket

IMS Planned work

Type

Start time

End time

Opened by

Created on

Updated on

State

Active background jobs
Background job logs
Default notification level

Customers to inform

@ Notificationlog & Sente-mails

Restpunt filterinstallatie op Zwt001a
SNNP-98657 (2

SNNP-88657

planned work

04/06/2025, 09:00:00

04/06/2025, 17:00:00

28/05/2025, 13:32:45

28/05/2025, 13:52:26

open

se
loss of resiliency @

1

il Impact on subscriptions

Subscriptions T

Number of affs

> ASTRON ALIEN_WAVE DGLOOTA-GNO12A 400Gbit/s 1

> ASTRON IP DGLO0OYA 10 Gbit/s 1
> ASTRON IP DGLOO1A 10 Gbit/s 1
> ASTRON L2VPN AACO01A-DGLOO1A 10 Gbit/s 2
> ASTRON LP DGLOO1A-GNOO1B 10 Gbit/s 1
> ASTRON LP DGLOO1A-GNO12A 10 Gbit/s 1
> BELNET LP ASD0018-BRUCO1A 100 Gbit/s 1
> BELNET LP ASD002A-BRUOO1A 20 Gbit/s 1
> DUMMY IP ASDOO1B 50 Mbit/s 1

IMS impact NOC manual impact override

down

reduced_redundancy

reduced_redundancy

reduced_redundancy

reduced_redundancy

reduced_redundancy

reduced_redundancy

reduced_redundancy

reduced_redundancy

[4 Sendnewe-mail v




| CIM Service tickets — mailing function

Sources
) S

-i“ Jira Ops ticket

A
7

\

Calculated
<ANIS objects from
CMDB

= - Mailing to customers

and contacts (1 Apply email template

/

/

\ = )
Ticket Name SNNP-99639
4 ) Ticket Subject NL  Fiberwerkzaamheden tussen Amsterdam en Genéve
m Customer Ticket Subject EN  Fiber work between Amsterdam and Genéve
refe rences Ticket Status open
p Ticket Source SURF NOC
(rebwarkdashboad) Ticket Owner noc@surf.nl
Translate from NL to EN (Deepl)
Start time 26-Mar-2025 22:00 CET (21:00 UTC)
End time 27-Mar-2025 05:00 CET (04:00 UTC)

OPEN

= 18-Mar-2025 04:35 CET (03:35 UTC)

. .
.
Enrich per customer email
Geant gaat tussen London en Ashburn fiberwerkzaamheden uitvoeren. De impact die bij jullie van e n r I r r I .

toepassing is, kun je onder Affected Services vinden.

Description:
Geant will be doing fiber work between London and Ashburn. You can find the impact that applies to

you under Affected Services. b C u Sto m e r a li a S

Email generator e — * 3rdparty lds
e service configuration details

CANARIE L2VPN GENOO2A-PROO3A 20 Gbit/s
3rd Party Service-Id

GEANT: SRV_LZCIRCUIT CUSTOMER CANARIE SURFNET #PAR-PAR-CANARIE-SURFNET-20058 $GS-

4
g@ A * link to network dashboard

https://nwd.surf.nl/subscription/c7352d73-87f6-4a00-91cc-6381e9fc8c5a

FUPN - e
- Multipoint
template deepl wrpact

down




Orchestrator IR e 1 CIM Service NMS Ul
. (Chassis/Service/
(Opensource) tickets Customers)

Orchestrator IMS Service
(BE/DB) (CMDB) Tickets




| Orchestrator Ul versus NMS Ul

Orchestrator NMS UI
(Opensource)

L. e Chassis
* Subscriptions

e Customers
* Workflows

e Services

Generic/opensource

) * Engineering focus
* Product modelling

. Alarms
* Product Lifecycle

. Planned work
* Integrity

\_ /

Operational data

.

/




NMS Ul combined with orchestrator

Workflow @ Engine is RUNNING m
Orchestrator

+ New subscription [DiStart hNms / Chassis

Network Management System

Chassis  Services Customers
Chassis -
NMS UI Services
Q Search... Edit columns
Customers @
o g Chassis Name | Chassis type Software version Location Status Note
CIM Service tickets Service Tickets
: :1 aac001a-jnx-01 JNP204 [MX204] 22.4R3-S3.3 Aac001a active
LIR Prefixes
:%  ah001a-jnx-01 NA NA AhOOTA active
Orchestrator
:I  ah005a-jnx-01 NA NA Ah0O5A active
Subscriptions
:I ah009a-jnx-01 JNP204 [MX204] 22.4R3-S3.3 Ah009a active
Workflows
1 ah009b-jnx-01 JNP204 [MX204] 22.4R3-S3.3 Ah009B active
Tasks
i ah010a-jnx-01 NA NA AhO10A active
Metadata
. :l  ah010a-jnx-02 JNP204 [MX204] 22.4R3-S3.3 AhO10A active
Settings
:i ah01a-jnx-01 NA NA AhOT1A active
¢4 ah012a-jnx-01 JNP204 [MX204] 22.4R3-S3.3 AhO12A active
:4  alr003a-jnx-01 JNP204 [MX204] 22.4R3-53.3 AIr003A active
¢l alr003a-jnx-02 NA NA AIr003A active
:i  alr004a-jnx-01 MX240 22.4R3-53.3 Alr004A active




| Chassis view - ports

Workflow -
Orchestrator

[]jStart Nms Chassis Ut042a-jnx-03

Chassis - ut042a-jnx-03 —

+ New subscription

Start
_ Ports(8) General Services(11) Customers(4) LI R PrefIX page prOV| deS
Chassis —
S i e a Export .
List of customers
Customers Port Status Subscription ID  Description Speed Patch
> 0/1/0 UP UP 6ebe263d Link member: Corelink ut042a-jnx-03_ae21--ut042a-jnx-02_ae20 106 . .
Service Tickets e LISt Of SeerceS
Iy ~ onn up UP 64be7880 SURFOC SP TAGGED UT042A 10 Gbit/s 10GBASE-LR FAKE_SN7-ODF_01/04 (SC/PC)
refixes
VLAN range Status Subscription ID Description
©
e a 10 NA 13d75266 SURFOC L3VPN AHO10A-ASDO01B-ASDO02A 1 Gbit/s 9 SerV| ces per po rt
124 NA 855d9057 NETHERLIGHTADMIN L2VPN ASDO66A-UT042A 100 Mbit/s
| @ ConsumedVLANs
440 NA 9987d268 SURFOC L2VPN ASDO01B-ASDO02A-UT042A 1 Gbit/s
> 0/1/2 5a5bc880 TESTACCOUNT SP TAGGED UTO042A 10 Gbit/s 10GBASE-LR FAKE_SN7-ODF_01/06 (SC/PC)
> 0/1/3 UP UP 0c435b6f SURFOC SP TAGGED UT042A 10 Gbit/s 10GBASE-LR FAKE_SN7-ODF_01/05 (SC/PC) e Q uic k a Ct|0 nmenu
> 0/1/6 UP UP cf25a20 SURFOC SP TAGGED UT042A 1 Gbit/s 1000BASE-SX FAKE_SN7-ODF_01/07 (SC/PC)
> oNy7 up UP Link member: Corelink ut042a-jnx-03_ae20--ut042a-jnx-04_ae20 106 e e G Ad m I n & O pe ratlo n al‘ Stat u S

> AE20 up UP 8647ecad Corelink ut042a-jnx-03_ae20--ut042a-jnx-04_ae20 VCG # Enable maintenance mode

> AE21 UP UP 6ebe263d elink ut042a-jnx-03_ae21--ut042a-jnx-02_ae20 VCG




| Chassis view - services

Workflow .
Orchestrator

t Nms Chassis Ut042a-jnx-03

+ New subscription [D Star

Chassis - ut042a-jnx-03 Actona| N

Start
Ports(8) General Services(11) Customers(4)
e
Services Export Expand
Customers ESivcotylie

> Corelink (2)
Service Tickets

> L2VPN (2)
LIR Prefixes

> L3VPN (1)
Orchestrator

> NSILP (1)

> NSISTP (1)

> Port(4)




| Chassis view - servi

Workflow
Orchestrator

+ New subscription

[+ ergneis i [0
[:DStart Nms = Chassis ~Ut042a-jnx-03

Chassis - ut042a-jnx-03 Actona| N

Start
Ports(8) General Services(11) Customers ( —
Services [D
_— Start ' Nms = Chassis = Ut042a-jnx-03
: + New subscription
Customers Senvcstipe
. .
> Corelink (2) Chassis - ut042a-jnx-03
Service Tickets Start
LIR Prefi > L2vPN(2) Ports(8) General Services(11) Customers (4)
> L3VPN (1)
Services
Orchestrator
> NSILP (1) I Service type
> NSISTP (1) ~ Corelink (2)
Service Tickets
Service Status Subscription ID  Description Customer
> Port(4) LIR Prefixes
Corelink NA 6ebe263d Corelink ut042a-jnx-03_ae21--ut042a-jnx-02_ae20 SURFnet netwerk
Orchestrator ‘ . . i
Corelink NA 8647ecad Corelink ut042a-jnx-03_ae20--ut042a-jnx-04_ae20 SURFnet netwerk
~  L2VPN (2)
Service Status Subscription ID Description Customer
L2VPN NA 9987d268 SURFOC L2VPN ASDO01B-ASDO02A-UTO042A 1 Gbit/s SURFonCampus
L2VPN NA 855d9057 NETHERLIGHTADMIN L2VPN ASDO66A-UT042A 100 Mbit/s NetherLight Admin
~ L3VPN (1)
Service Status Subscription ID  Description Customer
L3VPN NA 13d75266 SURFOC L3VPN AHO10A-ASDOO1B-ASDO02A 1 Gbit/s SURFonCampus
~  NSILP (1)
Service Status Subscription ID Description Customer

@ Engine is RUNNING En (€

Actions v

Export Collapse

Notes

Notes

Notes

In use by SURFwired. MSER s-key (prc

Notes



| Chassis view - customers

Workflow ® Engine is RUNNING | ©) 2 |

Orchestrator

(D start Nms ' Chassis = Ut042a-jnx-03

Chassis - ut042a-jnx-03 Actions

+ New subscription

Start

Ports(8) General Services(11) Customers (4)
Chassis _—

q E E
Services xport xpand

Customers Customer

> NetherLight Admin (1)
Service Tickets

> SURFnet netwerk (2)
LIR Prefixes

> SURFonCampus (5)

Orchestrator
> Testaccount Netwerkdashboard (3)




| Chassis view - customers

Workflow 5 L
Orchestrator @ Engine is RUNNING m ¢

(D start Nms ' Chassis = Ut042a-jnx-03

Chassis - ut042a-jnx-03 Actions

+ New subscription

Start

Ports(8) General Services(11) Custoge

Chassis

Workflow 5
Orehwatrater

Services

[DStan Nms Chassis Ut042a-jnx-03

Customers (e + New subscription

> NetherLight Admin (1) Chassis - Ut04za'jn)('03

Service Tickets

> SURFnet netwerk (2) start
LIR Prefixes Ports(8) General Services(11) Customers(4)
Orchestrator
> Testaccount Netwerkdashboard (3) EElUCES
Customer
Customers

~  NetherLight Admin (1)
Service Tickets

~  L2VPN (1)
LIR Prefixes
Service Status Subscription ID Description
Orchestrator "
L2VPN NA 855d9057 NETHERLIGHTADMIN L2VPN ASDO66A-UT042A 100 Mbit/s

~  SURFnet netwerk (2)

~  Corelink (2)

Service Status Subscription ID Description
Corelink NA 6ebe263d Corelink ut042a-jnx-03_ae21--ut042a-jnx-02_ae20
Corelink NA 8647eca9 Corelink ut042a-jnx-03_ae20--ut042a-jnx-04_ae20

~  SURFonCampus (5)
~  L2VPN (1)
Service Status Subscription ID Description

L2VPN NA 9987d268 SURFOC L2VPN ASDO01B-ASD002A-UT042A 1 Ghit/s

® Engine is RUNNING m ¢ =

Actions

Export Collapse

Notes

Notes

Notes



| Customer pages

‘Workflow
Orchestrator
& REvEEEED [ start Nms Customers TESTACCOUNT
Customer - Testaccount Netwerkdashboard (TESTACCOUNT)
Start
Ports  Services
Chassis
EEREE Port Chassis Status = Subscription ID. Description Customer description Speed
0/1/4  ASDOO1B-JNX-99 NA 1ce6897¢ TESTACCOUNT SP LINK_MEMBER ASDO01B 10 Gbi Hello World 123 10GBASE-LR
Service Tickets > 0A/1  ASDOOIB-JNX-99 NA 1512cf62 TESTACCOUNT SP UNTAGGED ASDOO1B 10 Gbit/s 10GBASE-LR
LIR Prefixes > 0/1/0 ASDOO1B-JNX-99 NA 96aadb5e  TESTACCOUNT SP UNTAGGED ASDOO1B 10 Gbit/s Custom customer description EIGEN ALIAS 10GBASE-LR
o — > 0/0/0 ASDOOIB-JNX-99 NA 6763f0b4  TESTACCOUNT SP TAGGED ASDOO1B 100 Gbit/s ~ MINL testen - Loss of Resiliency EDITED [ALWEER] 100GBASE-LR4
> 0/1/3 ASDOOIB-JNX-99 NA 060da678  TESTACCOUNT SP LINK_MEMBER ASDOO1B 10 Gbi TESTACCOUNT<b>hoi 10GBASE-LR
v 0f15  UT042A-JNX-02 NA c32c9ce2  TESTACCOUNT SP TAGGED UT042A 1 Gbit/s Service port with customer alias 1000BASE-LX
VLAN range Status | Description Customer description
85 NA TESTACCOUNT L2VPN ASDOO1B-UT042A 199 Mbit/s MINL testen - No notification, please show it now!!
151 NA TESTACCOUNT L2VPN ASDO01B-ASD002A-UT042A 20 Mbit/s L2VPN cust description
326 NA TESTACCOUNT L2VPN ASD001B-ASD002A-UT042A 100 Mbit/s TESTACCOUNT L2VPN ASD001B-ASDO02A-UT042A 100 Mbit/s BLAsas
55 NA TESTACCOUNT LP ASDOD1B-UT042A 44 Mbit/s
200 NA TESTACCOUNT LR ASDO01B-UT042A UT042A-UT042A 1 Gbit/s Point-to-point EVPN self service demo
0/1/2  UT042A-JNX-03 NA 5a5bc880  TESTACCOUNT SP TAGGED UT042A 10 Gbit/s TESTACCOUNT SP TAGGED 2 10GBASE-LR
> 0A/2 UT042A-JNX-01 NA bff85418 TESTACCOUNT SP TAGGED UT042A 10 Gbit/s TESTACCOUNT SP UT042A 1 Gbit/s - gebruik 10GBASE-LR

Patch

ASDO01B-FAKE-ODF-01/16 (LC/UPC)

ASDO01B-FAKE-ODF-01/20 (LC/UPC)

ASDQO1B-FAKE-ODF-01/03 (LC/UPC)

ASDO01B-FAKE-ODF-01/23 (LC/UPC)

ASDOQO1B-FAKE-ODF-01/07 (LC/UPC)

UT042A-0DF-01-502/01 (SC/SC)

FAKE_SN7-ODF_01/06 (SC/PC)




| Customer pages

orcne
Orchestrator roduction

Engine is RUNNING m [ &

[ start Nms Customers TESTACCOUNT

Customer - Testaccount Netwerkdashboard (TESTACCOUNT)

+ New subscription

Start

Ports  Services

Chassis

Services . -
Services Port | Chassis Status | Subscription ID Description

stomers
. Workflow
:

Customer description

Orchestrator

Service Tickets >
= Naw subacription (D start Nms Customers TESTACCOUNT

LIR Prefixes > 0f

Start
Orchestrator ? of &

Ports  Services

> 0f
« of Services
VL
> FW(2)
Service Tickets
85
LIR Prefixes v IP(4)
15 Service Subscription ID Description
39 IPBGP 5a0cdb15 TESTACCOUNT IP ASDOO1B-UT042A 25 Mbit/s
o 1PBGP bf32falf TESTACCOUNT IP UT042A 1 Gbit/s
IPBGP 118e2209 TESTACCOUNT IP UT042A 1 Gbit/s
20
1PS 60842b47 TESTACCOUNT IP UT042A 1 Gbit/s
0f
> IP_PREFIX (14)
> of ~ L2VPN (4)

Service Subscription ID Description

L2VPN 4f3f63ca TESTACCOUNT L2VPN ASD001B-ASD002A-UT042A 100 Mbit/s

L2VPN 0c6d8571 TESTACCOUNT L2VPN ASD0O01B-ASDO02A-UT042A 1 Gbit/s
L2VPN 3d74f288 TESTACCOUNT L2VPN ASDO01B-UT042A 199 Mbit/s
L2VPN 6739d81d TESTACCOUNT L2VPN ASDO01B-ASD002A-UT042A 20 Mbit/s
> LightPath (9)

> NSILP (1)

> NSISTP (2)

> Port(11)

Speed Patch

ETITmEE

Customer - Testaccount Netwerkdashboard (TESTACCOUNT)

Export Expand
Customer description Note
TESTACCOUNT IP ASDO01B-UT042A 25 Mbit/s TEST
CNaasS Testbed
TESTACCOUNT IP UTO test42A 1 Gbit/s
Nogmaals goed doorgetest
Customer description Note
TESTACCOUNT L2VPN ASD001B-ASD002A-UT042A 100 Mbit/s BLAsas
123 TESTACCOUNT L2VPN ASD001B-ASD002A-UT042A 1 Gbit/s
MINL testen - No notification, please show it now!! testing 1

L2VPN cust description

Customer aliases



| Service view

Workflow

Orchestrator @ Engine is RUNNING m

+ New subscription [:D Start Nms Services 02e46063-0dff-45bb-873f-dc558394800a

Operational port/service
OU LP HRLOO1A-RT025A 250 Mbit/s + hetons status directly from device

NA REAL TIME IN 252,42 Mock REAL TIME OUT 252,42 Mock

Chassis

Ports £} Service configuration & General

Customers

© Workflows < Related services A Planned Work @

Physical port details from
CMDB

Service Tickets

LIR Prefixes SP 1G untagged (hrl001a-jnx-01)

NA  bb61c1f0 NA  1aabf3b0

Orchestrator

Owner ou Owner ou
Mode untagged Mode untagged
Vian id 0 Vian Id 0
Port1 Port1
Status NA Status NA
Node rt025a-jnx-01 Node hrl001a-jnx-01
Interface & Interface
Physical port - Physical port
Connector - Connector
Fiber type - Fiber type

Patch 2 Patch




Workflow

Orchestrator

| Service view

Engine is RUNNING m

+ New subscription

Start

Chassis

Services

Customers

Service Tickets

LIR Prefixes

Orchestrator

ﬂj tart Nms Services

OU LP HRLOO1A-RTO025A 250 Mbit/s +

NA REAL TIME IN 252,42 Mock REAL TIME OUT 252,42 Mock

02e46063-0dff-45bb-873f-dc558394800a

Ports &} Service configuration % General © Workflows < Related services

NA  bb61c1f0

Owner ou Owner
Mode untagged Mode
VianId 0 VianId
Port1 Port1
Status NA Status
Node rt025a-jnx-01 Node
Interface & Interface

Physical port Physical port

Connector - Connector
Fiber type - Fiber type
Patch 2 Patch

A Planned Work ©

Workflow
Orchestrator

+ New subscription

Start

Customers

Service Tickets

IR Prefixes

Orchestrator

Actions

(D Start Nms  Services 02e46063-0dff-45bb-873f-dc558394800

OU LP HRLOO1A-RT025A 250 Mbit/s +

NA REAL TIMEIN 252 42 Mock REAL TIME OUT 252,42 Mock

[@ Ports  &F Service configuration @ General O Workflows < Related services

Actual Planned Work or Incidents

Planned work - SNNP-100287

A Fiber work Eurofiber in Amsterdam between asd041a (LSOP) and asd070a (Media College)
A Planned work - SNNP-100300

Fiber work Eurofiber in Eindhoven between ehv001b (TUE Windtunnel) and ehv012a (LSOP)
A Planned work - SNNP-100179

Fiber work between CRLOO1A (CHAROLLES) and BLVOO1A (BELLEVILLE) (ZAYO).
A Planned work - SNNP-100371

Day 2: fix damping issues between Dgl001a / Zwt001a / Gn012a

Upcoming 7 days

Planned work - SNNP-98897

el
= INSTALL - EHVO10A - Eindhoven - Preventive replacement of sweating Solid-Optics.

o Planned work - SNNP-100563

Yo

Planned work - SNNP-100165

A Planned Work ©

Operational port/service
status directly from device

Physical port details from
CMDB

Actions

Start Time:  06/06/2025, 00:00:00
06/06/2025, 06:00:00

Impact: reduced_redundancy e
nd Time:

Start Time:  06/06/2025, 00:00:00
End Time:  06/06/2025, 05:00:00

Impact:  reduced_redundancy

Start Time:  06/06/2025, 04:00:00
End Time: ~ 07/06/2025, 06:00:00

Impact:  reduced_redundancy

StartTime:  05/06/2025, 09:00:00
Impact: reduced_redundancy

End Time:  05/06/2025, 17:00:00

Start Time: 12/06/2025, 19:00:00
Impact: reduced_redundancy

End Time:  12/06/2025, 21:00:00

Start Time:  13/06/2025, 06:30:00
End Time: ~ 13/06/2025, 08:30:00

Impact:  reduced_redundancy

Start Time:  13/06/2025, 09:00:00

reduced_redundane;
LILS v EndTime:  13/06/2025, 17:00:00

Crars Timsa:  12/0AII02E 0Q-A0-0O0




| Work in progress

Workflow
Orchestrator

SURF: Development

+ New subscription

Start

Chassis

Services

Customers

Service Tickets

LIR Prefixes

Orchestrator

(D start Nms

s Chassis Amr001a-jnx-01-vtb

Chassis - amr001a-jnx-01-vtb

Ports(24) General Services(20) Customers(7)

Severity =~ Acknowledged = Open since

Severity: Disaster

Acknowledged: Yes

(]
(]
(]
(]

04/05/2023, 01:33:20

04/07/2023, 03:33:20

11/06/2024, 01:00:00

11/06/2024, 01:00:00

11/06/2024, 01:00:00

11/06/2024, 01:00:00

11/06/2024, 01:00:00

11/06/2024, 03:46:40

11/07/2024, 04:46:40

03/02/2025, 22:33:20

Alarms (5)

Problem description

Link down - interface xe-1/0/1 bla bla bla
Link down - interface xe-1/0/2 bla bla bla
Link down - interface xe-1/0/3 bla bla bla
Link down - interface xe-1/0/4 bla bla bla
Link down - interface xe-1/0/5 bla bla bla
Link down - interface xe-1/0/6 bla bla bla
Link down - interface xe-1/2/0 bla bla bla
Link down - interface xe-1/2/1 bla bla bla
Link down - interface xe-1/2/2 bla bla bla

Link down - interface xe-1/2/8 bla bla bla

Note

Auto acknowledged by planned work SNNP-58926

Auto acknowledged by planned work SNNP-58926

Auto acknowledged by planned work SNNP-58926

Waiting for customer - see Jira SNTT-83300

Actions v




| Work in progress

Workflow
Orchestrator

SURF: Development

(D start Nms Chassis Amr00la-jnx-01-vtb

+ New subscription
Chassis —amr001a-jnx-01-vtb e
Start

Ports(24) General Services(20) Customers(7) Alarms(5)
Chassis e

Severity =~ Acknowledged = Open sincg

Services Workflow T —
F GreHastrator SURF: Development ® Engine is RUNNING | ©) 58520

Customers ° 04/05/24
ice Ti @ 03/07/24 + New subscription (D start Nms = Chassis = Amr00ta-jnx-01-vtb
Service Tickets
o .
LE Frstes . i Chassis - amr001a-jnx-01-vtb o
Start
© 11/06/20

Orchestrator Ports(24)  General Services(20) Customers(7) Alarms(5)
11/06/20 Chassis ——

Severity: Disaster

TS T T : Export
Acknowledged: Yes 11/06/20 Services
Customers Port Alarm Status Subscription ID  Description Speed Patch
L o 11/06/20

> 1/0/0 UP UP 284c704e DESIGNACADEMY SP TAGGED AMROOTA 10 Gbit/s  10GBASE-LR DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/31 ()

) 11/06/20 Service Tickets
> 1/01 UP UP 1a497ac5 Link member: Corelink amr001a-jnx-01-vtb_ae22--ar 10G DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/07 ()

LIR Prefixes

o 11/07/20: A ) ) . .
> 1/0/2 % UP UP 1a497ac5 Link member: Corelink amr001a-jnx-01-vtb_ae22--ar 10G DDFODFAMRO  #  Acknowledge alarm

© Orchestrator A

03/02/2¢ > 10/3 UP UP a95c8e38  AMPATH SP TAGGED AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMRO01A-JNX-01-VTB_02C4CCC6/32 ()

> 1/0/4 UP UP b055e7e8 AMPATH SP LINK_MEMBER AMROOTA 10 Gbit/s 10GBASE-SR DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/24 ()
> 1/0/5 UP UP aaa75426 AMPATH SP TAGGED AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMRO01A-JNX-01-VTB_02C4CCC6/59 ()
> 1/0/6 UP UP 003f6739 DANTE SP UNTAGGED AMROO1A 10 Gbit/s 10GBASE-SR DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/20 ()
> 1/0/7 UP UP 83f20b6e AMPATH SP LINK_MEMBER AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/56 ()
> 1/0/8 UP UP 15013e64 AMPATH SP LINK_MEMBER AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMRO0TA-JNX-01-VTB_02C4CCC6/30 ()
> 1/0/9 UP UP 132887 AMPATH SP LINK_MEMBER AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMROOTA-JNX-01-VTB_02C4CCC6/38 ()
> 11200 ° w uw 18ee6b77 ASTRON SPNL TAGGED AMROO1A 10 Gbit/s 10GBASE-LR DDFODF_AMRO0TA-JNX-01-VTB_02C4CCC6/08 ()
> 2n ° w up 603f72f3 AMPATH SP LINK_MEMBER AMROO1A 10 Gbit/s 10GBASE-SR DDFODF_AMROO1A-JNX-01-VTB_02C4CCC6/27 ()

> 1/2/2 UP UP ad8480c4 Link member: Corelink for SURFnetnetwerk 106 DDFODF_AMRO01A-JNX-01-VTB_02C4CCC6/21 ()



| New ideas for NMS Ul

* Notify function to inform customer on a port down event
o Checks for planned work

Get customer contacts

Create Jira ticket

Generate standard email

Acknowledge alarm in Zabbix with Jira link in note

O O O O

* Alarm suppression during planned maintenance
o Impactobject form planned work use as filter in Zabbix to suppress alarm

 Operations on pluggable DCOs in service layer
o Monitoring wavelength and power levels

om,



Al-Ops, our version of an Intelligent network

* Our network is evolving
* Multi-vendor/Multi-OS

* Diversity of services is
Increasing

* Campus offering
* TFT network

* Higher level of integration

* We need help!




Our ambition is to have an
Intelligent Network capable

of correctly assessing
incidents and fixing them in




| What is Al-Ops?

Big Data




| Implementing Al-Ops - Approach

* Data engineering
* Managing a large volume of telemetry

* Use case modelling
* BGP neighbour

- N

Hierarchical agent model

v v

Sur N /

m-




| Real-time processing and correlation

Network

gNMI

+/- 100k e/ps

b GNMIC

A

Workflow
Orchestrator

@ influxdb

ﬁq

— TSDB
+/-5tot 10k e/ps

RisingWavelabs

\:./

events

<

PYTSRCH

@ ML Models
eemmmead BGP Correlator |
Other Correlator

((k +/-10 e/ps

|

Proposers

|
@)

|




| Correlator Pipeline - anomaly detection

Resolution of 1 hour

Anomaly correlated
S
NVIDIA

—

+/-5tot 10k e/ps Resolution of 1 minute Anomaly detected?

>

\

ML Models \




| Can we detect this usecase?

Microsoft - 37cfaa3a-a909-4c2a-af95-ded563f908ef

40 Gb/s

30 Gb/s

Traffic re-routed towards IX’es due to change @Mﬁwcrosoft

20 Gb/s

10 Gb/s

onls 08/27 08/29 08/31 09/02 09/04 09/06 09/08 09/10 09/12 09/14 09/16 0918 09/20 09/22 09/24 09/26 09/28 09/30 10/02 10/04
Last * Max ~
= MINTX 12.9 Gbfs 22.8 Gbfs
- AVG TX 16.9 Gbf/s  27.0 Gbfs
== MIN RX 27.7 Gb/s  32.4 Gbfs
== AVG RX 31.2 Gb/s 35.8 Gbfs
- MAX TX 21.7 Gb/s 36.6 Gb/s

Microsoft - IPv6 - 37cfaa3a-a909-4c2a-af95-ded563f908ef

1.75 Gb/s
1.50 Gb/s
1.25 Gb/s

1Gb/s
750 Mb/s
500 Mb/s

250 Mb/s

ovle 08/27 08/29 08/31 08/02 09/04 08/06 09/08 09/10 09/12 09/14 09/16 08/18 08/20 08/22 09/24 09/26 09/28 09/30 10/02 10/04
= MAX TX 725 Mb/s
- MIN TX 478 Mbfs
= AVG TX 594 Mb/s
- MAX RX 969 Mb/s
== MIN RX 506 Mb/s

== AVG RX 658 Mb/s



| Building a model — Adopting MLOps

* Highly scalable

* Easyto train
* Easytorun

* What is the best type of model?
e LSTM vs Transformers

* Adopting MLOps

* From model training to
application deployment

om,

Hierarchical agent model

~

SURFInternet (VRF)

~

_)

Transit J Institu
2 2
5 -

-
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Predictions vs True Values with (synthetic) anomaly MSE of predictions (in-pkts)

—— Predicted in-pkts — MSE
—— True in-pkts - [ Above Threshold
——- Max SE

Moving Average of MSE of predictions (in-pkts) Confusion Matrix

—— Moving Average
[ Above Threshold
——=- Max SE

Negative (0)

Positive (1)

I
Negative (0) Positive (1)
Predicted




True label

MSE of predictions (in-pkts)

— MSE
0 Abewve Threshold
~—- Max SE

400
Time

Confusion Matrix

Anomaly
Predicted label

Maving Average of MSE (in-pkts)

200
Time

in-pkts with Anomalies

— Maving Average
o Above Threshold
~=- Max SE

Target
Prediction
anamaly




| Demo of the LSTM model

 Real time analysis of a raw data stream
* Monitoring a single BGP neighbour PUALA LA N
* Filling of prediction buffer — sliding window litfs

* Predicting 15 seconds ahead

.

* Detecting an induced anomaly when Mean ol T
Squared Erroris > 99th percentile -

* SHOWTIME -

* Shout out: Victor Vlugt and Ducan Kampert

om,



@ Thesis-implementation v 9 main v rising_wave v
@ risingwave/_init__py '@ pandas/_init__py model.ipynb @ graph.py sing_wave_wo e utils/_init__py materialized_view.sql e main.py @ loop.py
v

Terminal Local Local (2) +

P
i |

Thesis-implementation on & P m

Actual data vs Prediction Synthetic anomaly ACTIVE

—— Actual packets-in
Predicted packets

ol Squared Error
~== Threshold

(©F 5 JONE YRR RN > 3

=

s-implementation318




| Next Steps

* Deploy to production and start monitoring our
BGP neighbors

* Rinse and repeat for different use cases and
Incorporate in the model

* Create an agent that can react to network
anomalies and correlate the events accross
the network

* Integrate with the Workflow Orchestrator and
the incubator project in GN5-2 WP6

om,




| Any Questions??

e Scan QR code for Workflow
Orchestrator resources

@ESnet

nomios

REA/N,

Consortium

' >GARR r>

canarie

p.
m °




Thank you for
your attention!

Q Wouter Huisman & Peter Boers

% Wouter.Huisman@surf.nl

% Peter.Boers@surf.nl
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