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Security Baseline

Security Baseline GEANT CERT GEANT Training
i !
A ¢ | -
/® ’
Understand how well-equipped your organisation Securing the logical and physical infrastructure Empower your organisation with
is to counter security threats of the GEANT network security knowledge

EU Security Union NIS-2

< What it means for NRENs

Risk Management

Incident Management
. Busi Continuity M.

= = % =

-
Management Camemitment and Mandse

Aecoptabe UiaPoey” Threats

Regulstory and Privacy

Training and Awareness

Personnel Management 0 4 O p e fa t | O n S

Supplier Management

Tools

* Cryptography

inisation Baseline |
———'

Access Management
Patch Management
* Vulnerability Management

People




‘ 3 | GEANT.ORG

Security Bootcamps

* 2 days of in person_tailor made workshop
using the GEANT SB framework

* Two privacy and security professionals
focused on meeting the needs of NRENSs

* Groups up to 5 NRENs with similar security
maturity level
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Security Bootcamps

GEANT Security Baseline
Structure

Strategy

‘Objectives

‘Key Performance Indicators (KPIs

‘Planning

Policy
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Security Bootcamps

’ 0
** Security *¢* Privacy

» Security Baseline implementation > Data Protection Policy guidelines
» Security Strategy, Objectives and Planning > Templates - Privacy Notice / DPA

» Training & Awareness /Consent form / Data Breach
» Monitoring and Auditing process
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Security Bootcamps

** How — Four Stages
> One-hour online evaluation & kick-off O
» Two-hour online assessment @
> 2 days in-person bootcamp @
> Follow ups (3months/ 6months) @

Kick Off Assessment Bootcamp (f2f) 15t Follow up 2"d Follow up

Preparing Material O O O
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Security Bootcamp — EaP NRENs March 2024

* Magazine * Security
GEANT Security Bootcamps: Strengthening Cybersecurity for
R&E

® 4 months ago
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CEO - Security Bootcamp — June TNC24
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Security Bootcamp — UbuntuNet — Oct 2024
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Dec 2024

RedClara —

Security Bootcamp
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Mini Security Bootcamp — Security Days- April 2025
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Thank You

Any questions?

www.geant.org
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