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Rebooting the
InCommon Certificate Service
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Changing Landscape

Why This Matters
What’s Shifting

 Certificate Lifetimes Shrinking
(47 days by 2029, possibly even shorter)

 Industry wide changes are reshaping how certificates
are managed

« Advancements in quantum computing is accelerating
the need for agility

* Major trust stores are strongly pushing automation, and
then sometimes accelerating the change

The industry is forcing change - InCommon is working to get us ahead of
it.
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InCommon Certificate Service is Changing

Quick Overview

v A\

Stays the Same What's Changing
» The Core ethos of the service » Shifting less well adopted
remains the same services to optional add-ons
 Popular service types shift « A updated, service-tailored
platforms, more well suited to Agreement that address
modern needs considerations of the current
world

Leverage InCommon Catalysts: Commercial providers tightly linked to the R&E community
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Cert Management is Changing Fast

Automation is the Way to Go. Thinking both short and long term.

What's Happening
Certificate Lifetimes Are Shrinking Organizations must adapt
e TLS Moving toward ~47-day certificates by 2029 e PostQuantumis here
e CA/Bforum baseline requirements are drivingmany  ® Steady state is not an option any
more conversation about private PKI - especially for more
eduroam

Industry Shift Toward Automation
e Browsers and trust stores pushing automation
e Security expectations increasing
e Some timelines shift — but direction is clear

Bottom Line: Shorter certificate lifetimes make automation essential.

The goal is to adopt it in a way that remains flexible across vendors and tools, for the long term.
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Cert Management is Changing Fast

Automation is the Way to Go. Thinking both short and long term.

How Folks Can Respond

Automate the Lifecycle Use Open, Flexible Tooling

e Use ACME and APIs to issue and e Standards based clients (ACME)
renew certificates e Community solutions

e Eliminate manual tracking

and renewals . . .
Build Vendor-Agnostic Practices Long Term

Leverage Platform Capabilities ,
e Design workflows that can work across CAs

Today
e ACME, SCEP | EST, REST APIs, e Focus on standards, not platform long term
CMP, WAEP

e Certificate Discovery

Bottom Line: Shorter certificate lifetimes make automation essential.

The goal is to adopt it in a way that remains flexible across vendors and tools, for the long term.
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Rebooting eduroam in the US
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Chapters for Today

Chapter 1: Radius Infrastructure

Chapter 2: Human infrastructure
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Chapter 1: RADIUS Infrastructure

Chapter 2: Human Infrastructure
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Massive Volume of One Type of Traffic: RADIUS
Authentication in EAP sessions
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Old Load Balancing Architecture

T RADIUS Traffic

FreeRADIUS FreeRADIUS

Proxy Proxy

AWS Availpbility Zone,,"
. RADIUS
Persistent
Config Server
Storage Configuration

AWS Data Center
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New Load Balancing Architecture

eduroam sites:
identity providers &
service providers
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Rate Limiting - does it matter?

eduroam sites:
identity providers &
service providers
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Chapter 1: RADIUS Infrastructure

Chapter 2: Human Infrastructure
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Why join eduroam?

e e
N Help students, faculty, and staff
Y/ Gt online quickly and securely
7 38,000 locations worldwide!

Plan campus architecture

Provison usors
RIS rendy?

Mansged idp vendor?

Sign agreement and determine fees

eduroam admine
Anaiyis viewsrs

Support contacts

Configure portal access and use

Sot up RADIUS

Campus communications plan
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_»s and use

SET URLS FOR PUBLIC CONTACT

Keep -
No RADIUS ac.

Configure failove

Support

Configuration

Policy
Set up RADIUS

Organization

Plan device configuration

eduroam Configuration -

Assistant Tool (CAT)

Set up eduroam SSID
Point to RADIUS configuration

Configure failover

geteduroam app Set up Wi-Fi
Vendor options
Managed devices vs. BYOD

Create webpage with device
configuration instructions

Campus communications plan
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Much of the
work to keep
eduroam
running
happens outside
of the top-level
RADIUS

servers.
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Data informs effective communication...
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...but communication includes context, storytelling,
and technical documentation

al
\\\\ IAM Online US P Playall

ed u roa m This section contains the IAM Online webinars organised by InCommon/internet2.
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InCommon Certificate Service Results Insights into the 2026
e R&E IAM Landscape
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eduroam Administrators

The Year Ahead: Insights into 3

InCommon Certificate ... Survey Discussion: User ... the 2026 R&E IAM Landsca...
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