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Feb 17, 2026 – Clinejection
AI agent hijacked via GitHub issue title
4,000 machines in 8 hours

Mar 23, 2026 – LiteLLM
97 million monthly downloads
Hours to discover
AI API keys, SSH keys & cloud credentials stolen

Mar 30, 2026 – Axios npm
600K downloads before removal

May 10–12, 2026 – Mini Shai-Hulud / TanStack
169 packages · 12M weekly downloads
mistralai · guardrails-ai · UiPath infected
Self-replicating worm
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Supply chain attack



🚀 Automation at scale
AI enables attackers to automate reconnaissance, 
exploitation, and lateral movement — compressing 
attack timelines from days to minutes

🦠 Polymorphic malware, reimagined
Modern AI generates malware that rewrites its 
own code during execution, 
evading signature-based detection in real time

🎯 Vulnerability discovery on demand
AI autonomously scans codebases, identifies 
exploitable weaknesses, and writes working 
exploits — no human expertise required
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AI as a Force Multiplier for Attackers



📦 Attacks hit the entire ecosystem, not just one tool
Supply chain attacks increasingly target popular AI packages 
used as dependencies across hundreds of other 
tools — compromising LiteLLM means compromising 
every product built on top of it, even if you never installed it directly

🔑 AI assets are the new crown jewels
Modern info stealers specifically hunt for LLM provider API 
keys and conversation histories — and with AI able to rapidly 
scan thousands of chat logs for sensitive data, even seemingly 
harmless conversations become a high-value target

🤖 AI is now part of the attack itself
In the TanStack campaign, Claude Code was weaponized as 
a persistence mechanism — every new session automatically 
respawned the malware, turning the developer's own AI assistant against them
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Why AI Packages Are the Perfect Target



● prompt manipulations
● emotional manipulation 
● hypothetical scenarios
● encoding techniques

○ ROT13 Encoding
○ Base64 Encoding
○ Leetspeak
○ Multilingual
○ Morse code
○ …

● …
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LLM Jailbreaking



Embed malicious instructions in any content
the AI agent reads:

📧  Email — EchoLeak (CVE-2025-32711, CVSS 9.3)
    zero clicks · full M365 data exfiltration

📄  PDF or document
    agent reads it · follows the instructions

🔧  MCP tool metadata
    instructions hidden in tool descriptions
    the agent's own toolchain becomes the attacker

🌐  Web page the agent browses
    hidden HTML instructions
    

💬  GitHub issue title
    Clinejection: one sentence
    → CI/CD compromised · 4,000 machines · 8 hours
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Indirect Prompt Injection
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Indirect Prompt Injection



🗺 Step 1: Map it
Identify every place where AI acts autonomously — make the invisible visible

🔒 Step 2: Least privilege
Scope and limit AI's access to only what it strictly needs to function

⚠ Step 3: Treat its inputs as untrusted
Every piece of content an AI agent reads is a potential attack vector — handle it accordingly
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Principle of least privilege



• https://www.trendmicro.com/pl_pl/research/26/c/your-ai-stack-just-handed-over-
your-root-keys-inside-the-litellm-pypi-breach.html

• https://www.trendmicro.com/en_us/research/26/c/inside-litellm-supply-chain-co
mpromise.html

• https://snyk.io/blog/cline-supply-chain-attack-prompt-injection-github-actions/
• https://www.sonarsource.com/blog/mini-shai-hulud-targets-ai-coding-agents
• https://www.cremit.io/blog/ai-supply-chain-attack-clinejection
• https://medium.com/@jchoskins94/promptflux-ai-driven-malware-that-rewrites-its

elf-every-hour-2ed176484df8
• https://thehackernews.com/2026/02/google-reports-state-backed-hackers.html
• https://cdn.prod.website-files.com/6690a78074d86ca0ad978007/679bc2e71b48e4

23c0ff7e60_1%20RedTeaming_DeepSeek_Jan29_2025%20(1).pdf
• https://www.theguardian.com/technology/2026/jun/01/meta-ai-hack-obama-seph

ora-instagram
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Any questions?

Thank you

jkwiatkowski@man.poznan.pl


