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Five Workflows



Five workflows
Create, Dry-run, Modify, Deploy, 
Terminate
(and Validate)

State Transitions
Represent current operational state 
of Subscriptions

The Five Workflow Model
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• Stuck Workflows

• Self-service issues

• Clicking “abort” button

• Requires manual database 
fix by dev team

• Network engineers can’t 
troubleshoot during 
maintenance windows 
outside of dev working hours

Challenges and Limitations (Why 5wf?)
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Lessons learned
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• Users took a lot of time to get used to new MOP

• Office hours were helpful (sometimes)

• Validation workflow challenges
– Out-of-sync Subscriptions have big impacts on the DB
– Stale Subscriptions in non-deployed state

• Testing had to be changed/updated in a big way
– Effort is ongoing to increase coverage & speed (with unit/mocking)



Dynamic L3VPN
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New Product
Supporting AmSC

• Previously ESnet had 
hard-coded VPRN instances

• First time external users can 
create subscriptions using 
the WFO REST API

• New endpoints
• Authn/z is a temporary (...) 

solution
– Limited access to 

workflows via API keys
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• Connect sites to cloud 
services

L3VPN for AmSC



Internal Prefix List
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New Product (IPL)
Long-time pain point

• Required major changes to 
“boilerplate” config

• Bulk operations

• Re-ordering of product 
dependency graph

• Broke existing test 
implementation completely.



Where IPL fits in ESnet product map
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IPL Lessons learned
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• Only “half” the necessary config is pulled out of NSO boilerplate
– (EXPLAIN)

• Have existing unit/mock/integration test suite for coverage
– Should be quick enough to iterate for development

– Maintain sanity when creating new products, refactors

• Test in production-like environment as early as possible
– Feature flags were discussed, but not used

• Consider if WFO is the right place for a “Product”
– We’ve been at this a while, and still make the wrong choice sometimes…



 
 

It’s not all bad…
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• IP Prefix changes are the most requested kind of update 
from our users

• In the past, boilerplate necessitated a full software release 
of NSO to deploy prefix updates
– IPL provides self-service

• In hindsight, WFO may not have been the system of choice 
for IPL

• BUT our users did get value from it



 
 

Other progress
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• Lots of refactors

• Changing to use graphql where possible to communicate 
with IMS

• Investigating  replacing our in-house built IMS (ESDB) with 
Nautobot

• Design more externally-accessible services



Questions?


