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Our World Is Data-Centric

« Many, many scientific
discoveries are impossible
without data analysis

- Modern science relies on
computing, data, storage, all
interconnected using fast
networks

« ESnet thinks of itself as a

“data circulatory system”
- This holds for NRENs generally




Data World Relies On NRENSs

« NRENSs support the
scientific research
ecosystem.

« Interconnect national labs
user facilities, research
institutions, universities,
globally

« Providereliable,
high-performance
connectivity to global
research collaborations,
the Cloud, etc.




A Note About Data Locality

| hear a lot of people say “don’t move the data”
- “Just move the compute to the data!”

Of course! Do that if you can. But there are often difficulties
- Open access data, closed access computing
« Code execution is often tightly controlled
« Scientist often doesn’t have permission to run analysis next to the existing
data store > need to move the data
- Specific hardware required
« Specialized systems, computing scale, other requirements
« Move the data to the specific system
- ldon’t have to pay to run on my local system
« More freedom, creativity if | run there
« But, | have to move the data to my cluster

Therefore, we must support data movement in the general case
“Data Movement” takes multiple forms

4 QESnet



File Copy Workflow

« Data starts and ends on
nonvolatile storage

« Doesn’t matter ifit’s
HPC, Cloud, DTNs,
Laptop, USB stick, etc at
each end

« Well understood

« Well hardened tools

Read from source Write to destination
5 & ESnet



Streaming Workflow

Stream from source Compute at destination

Wide variation among
workflows - some
examples here oo
At least one end is running
compute - online

Key point: no
requirement to copy data
to destination storage
first

Critical dependence on
network - performance,
reliability, resilience

Wide variability in toolset

Results

Compute at destination

Stream from source

Results

Analyze at destination
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Copy Example: Large Scale Replication From Cloud

-

ESnet v

[ Q Search or jump to... cmd+k

o » @
© EZ8| < © 2024-08-120:49:03102024-08-2105:35:21 ~ > @ Q

(] v ‘ ~
Incidents/Changes | ,"‘

= Home > Dashboards > Stardust Flow > AS Explorer ¥

AS | 15169:GOOGLE v Virtual Router ‘ All v Interface ' Al v IP Version ' All ~

Filters meta.dst_as_name.keyword = 3671:SLAC + Outages

See Raw Flows for 15169:GOOGLE I

Traffic 23.3 Gb/s

Traffic Rate Over Time ©

30 Gb/s
25 Gb/s
20 Gb/s
15 Gb/s
10 Gb/s

5 Gb/s

0b/s
08/12 00:00 08/13 00:00 08/14 00:00 08/15 00:00

08/16 00:00 08/17 00:00 08/18 00:00 08/19 00:00
== Sentas Transit AS Mean: 433 Mb/s == Sent from AS Mean: 23.3 Gb/s == Received as Transit AS Mean: 0 b/s == Received by AS Mean: 0 b/s

08/20 00:00 08/2100:00

Top Source ASes Sending to 15169:GO0GLE ® Top Destination ASes Receiving from 15169:GO0GLE ®

Destination AS Rate Total Volume

3671:SLAC 36 6b/s [ 2398



Copy Example: Large Scale Replication From Cloud
e Rubin/LSST project at

l d & [ ESnet v Q search o jump to @ cmdsk ‘ o > @
® La rge Sca e ata = Home > Dashboards > Stardust Flow > AS Explorer ¥ o} < @ 2024-08-1120:49:03102024-08-2105:3521 v > @ Q v | A
l o t- AS | 15169:GO0GLE v |  Virtual Route Ay | intert Versi iters  meta.dstasnamekeyword = 367LSLAC +  Outages @‘ nnnnnnnnnnnnnnn ®
_ Over2.3PB Trftc 23.3 oo
o
Traffic Rate Over Time  ©

— Approx. 8.5 days
« Six DTNs at SLAC

- K8 environment
- Google Cloud Storage
Transfer application

« Traffic traversed three
Squid proxies at SLAC




Google to SLAC Replication - Key Points

« Petascale data transfer from cloud works!
« Small number of DTNs can achieve good performance

 Containers are viable for high performance applications,
including 1/O intensive

' @ ESnet



File Transfer: Discussion

« When the infrastructureis already in place, users just use it
- Nobody has to ask permission
- No complex config for users to do
- No need to debug the end to end path before using it

« Users can concentrate on the workflow

« Simple protocols, high performance
- Simple policy: Support DTN driven data transfers
- Simple protocols: Globus, cloud-native object access, etc.
- Safe to operate when secured with performant technologies, in
keeping with Science DMZ
- Well understood by the science community

« Performance determined by storage on both sides

10 Q ESnet



Storage Becoming A Limitation

11

In many cases, storage I/O
is now the bottleneck
Answer: streaming

One or both ends of the

data transfer is volatile
- Instrument
-  Memory

Removes storage
limitations from the
workflow

10000

9000 A

—
3 8000

g 7000 -

6000

Transfer rate

200 A

‘ — + memory - memory

/“"_H__" == local disc - memory

—y

800 A

600 -

400 -

Size of chunk/message
Image: Raj Kettimuthu, ANL Q ESnet



Stream From Site Storage To Cloud

- Workflow reads from site storage into cloud analysis job

« No local storage in the cloud environment
- Compute job analyzes the data and then drops it
- Need the data again? Fetch it again!
- No cloud storage costs
 High performance perimeter required for success
- Packet loss or other network issues reduce compute performance
- Easy to do with Science DMZ

12 Q ESnet



Training and Inference in Commercial Cloud
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DUNE collaboration

ML based data reduction

Near-real-time inferencing classifiers supporting neutrino
physics workflows.

Hybrid workflow
- Data and CPU computing at FNAL
- GPUsin Google

Impossible without high performance perimeter
Works great if you do have high performance perimeter

Q ESnet



Data From Lab to Cloud For Inference

88 Stardust Flow / AS Explorer & < < (® 2021-10-0500:00:00 to 2021-10-07 23:59:59 v > Q & ~

AS | 15169:GO0GLE v Virtual Router | All v Interface | eqx-chi-cr5::to_google_ip-a v Filters  +

See Raw Flows for 15169:G00GLE

Traffic

i Traffic Rate Over Time

0b/s

-20 Gb/s

-40 Gb/s

-60 Gb/s

-80 Gb/s

10/05 00:00 10/05 06:00 10/05 12:00 10/05 18:00 10/06 00:00 10/06 06:00 10/06 12:00 10/06 18:00 10/07 00:00 10/07 06:00 10/07 12:00 10/07 18:00
== Sentas Transit AS Mean: 1.23 Mb/s == Sentfrom AS Mean: 1.08 Gb/s == Received as Transit AS Mean:-3.0 Mb/s == Received by AS Mean: -39 Gb/s

i Top Source ASes Sending to 15169:G00GLE i Top Destination ASes Receiving from 15169:GO0GLE

Source AS Rate Total Volume ¥ Destination AS Rate Total Volume
3152:FNAL-AS 1sct/s [ 2sr: 3152:FNAL-AS s2e mo/s ([ :o:c
65045:DOE-SC-0STI 34.6Mb/s | 37368 2936:NERSC 77smves [ c:7
50:0RNL-MSRNET 31.3Mb/s | 338GB 54297:SRS-AS 202mb/s ([ 31678
54297:SRS-AS 1.1 Mb/s | 11968 65010:PANTEX 28mb/s ([ 24678
2640:AMESLAB-AS 10.6 Mb/s | 11568 65167:Y12 208 mb/s ([ 22478
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~80Gbps for
hours at a time
Over 1PB
moved in ~30
hours

No need to
replicate the
data first (no
file transfer
workflow

No in-cloud
storage costs

. ESnet



Site to Cloud Streaming: Discussion

. Data storage and servers are on infrastructure owned by the

community/collaboration
- Storage systems with DTNs
- POSIX or object store, doesn’t matter
 Analysis/compute clients in the cloud fetch the data directly
- No copying to cloud storage first
- Justread the data in from remote storage, analyze it
« Site perimeter design: DTNs for outbound data
- Simple security policy (address and port filters)
- Safe to operate with performant security technologies
» Science workflow requires high performance
- Scaling enterprise firewalls to support this is difficult and expensive
- No added benefit from enterprise firewalls (just address/port)

15 Q ESnet



Stream From Cloud To HPC

« These workflows go in the other direction

- Data comes from the cloud, across the perimeter, and into a
running analysis job on a supercomputer

« Can be many many nodes on both sides

- Bandwidth can get quite large

« Not limited by HPC storage I/O

- No need to wait for data replication
- Workflow can go faster than the DTN cluster

16 O ESnet



Border Router perfSONAR Firewall

“Sealed” DTNs
(transfer APlIs only,

o~ no shell access) Cluster
Science DMZ [~ _ Head/Login
Switch/Router Nodes

Compute Front

Data Transfer Path End Switch

) Cluster compute nodes
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Direct Transfer to Compute: Amazon to NERSC

- Datasetin
commercial cloud
. Weather o ——
f oreca St| N g coO d e otal Site Traffic Thursday, March sh 2026, 0601 pm m fosite g From site
« No replication
before job launch
 Directingest by
compute jobtakes ... ...
pressure off the S
HPC facility storage =~ == .0 e

32093:TACCNET | |3.7Mbps

7.1Gbps
Systel I l 683:ARGONNE AS | om Laoebps

111111
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Many cloud servers to a few compute nodes

Traffic Rate Over Time of Top 1000 Source IPs By Volume Wh... Traffic Rate Over Time of Top 1000 Destination IPs By Volume...

125 Gb/s ii 150 Gb/s y
|
100 Gb/s 1 i T R ] iI :
il ll!” vl ban n|| P H | I I 100 Gb/s et L ety -l;:- TR I
75 |"!"" I ﬂ":l e b iil i I
AR St chiittih | | it it
w5
O i il .!] i I -l il lmll; L TR
-- il L il
- i 1 l ! " i 1h8s,ef II LU H H l
0 b/s "l"“ ﬂ l "'I hl“!lh""“'"!l |li l lhl ""l “l ill!““““ I HiH I“ T 0b/s i:i:i“:::;n-.-I;l---Iun-.;;.!!!!!ll!!-l ...... '"!!!!!!!!! PRI l!!!!!Iuln!!!!!!!:!i::!::.
14:00 16:00 18:00 20:00 2 14:00 16:00 18:00 20:00 22:0
Name Max Name Max v
e 16.182.33.153 23.5Gb == 128.55.75.239 14.9 Gb/s
e 52.217197.241 21.0 Gb == 128.55.77.32 14.3 Gb/s
e 35.27127 20.8 Gb == 128.55.73.78 13.8 Gb/s
e 16.15.217.51 19.6 Gb == 128.55.77.24 13.7 Gb/s

19 ‘ ESnet



Direct Transfer to Compute: Google to NERSC

HOME > SITES »

National Energy Research Scientific Computing Center Interfaces I

[ ) L a rge (Ove r 5 I B) Website http://www.nersc.gov/
4 .
u b l I C d ata Set I n BREAKDOWN Autonomous Systems (origin) v SHOW GRIDLINES Off | TIME 1h 6h day week month custom
il
.

CO l I I l I I e rC I a l C lo u d Total Site Traffic Thursday, February 12th 2026, 04:56 pm - To site From site

300G

250G

- ECMWEF ERA5S
- Al-ready

« ML-accelerated
e a rth Sy St e m oo - L oo s o o oo o o5 o 00 o
model application ... :

15169:G00GLE . 250Gbps

. Directdataingest I - -

111111

3152:FNAL-AS | 47GCbps

into running code o

oooooooooooooo
zzzzzzz
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Flow statistics: massively parallel

« Host breakdown:
- Many, many parallel
streams in these transfers

- Many cloud hosts
delivering over 10Gbps

« User was able to just
launch the job and move

forward.
- No special setup
- No debug before use

21

Traffic Rate Over Time of Top 1000 IP Pairs By Volume Where Filters Match Receiver

300 Gb/s
250 Gb/s
200 Gb/s
150 Gb/s

100 Gb/s

50 Gb/s

0 b/s SRR = ==
02/12 00:00 02/12 06:00 02/12 12:00 02/12 18:00 02/13 00:00
Name

02/13 06:00 02/13 12:00 02/13 18:00

Max «
== 2607:f8b0:40! b to 37:4673 13.1Gb/s

== 2607:f8b0:4002:80c::201b to 2620:0:2800:64::8037:4673 12.4 Gb/s
== 2607:f8b0:400a:80c::201b to 2620:0:2800:64::8037:4677 121 Gb/s
== 2607:f8b0:4002:809::201b to 2620:0:28b0:64::8037:4673 1.7 Gb/s

Outgoing Traffic Rate (now)

300 Gb/s

200 Gb/s

100 Gb/s

0b/s
02/12 00:00 02/12 06:00 02/12 12:00 02/12 18:00 02/13 00:00 02/13 06:00 02/13 12:00 02/13 18:00

== Traffic Rate

Outgoing Traffic Rate (-1h) @ timeshift -1h

‘ ESnet



IPv6 Works!

« A lot of this transfer
occurred over IPv6

It was already set up and
configured - no need for
user to care

« |IPv6isreal now, evenin
commercial cloud
environments
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Traffic Rate Over Time of Top 1000 Destination IPs By Volume Where Filters Match Receiver

300 Gb/s
250 Gb/s
200 Gb/s
150 Gb/s
100 Gb/s

50 Gb/s

0b/s = . .
02/12 00:00 __02/12 06:00

Name
== 128.55.205.28
== 128.55.205.37
== 128.55.205.38
== 128.55.205.26

02/12 18:00

Traffic Rate Over Time of Top 1000 Destination IPs By Volu

300 Gb/s

250 Gb/s

200 Gb/s

150 Gb/s

100 Gb/s

50 Gb/s

0b/s
02/12 00:00 02/12 06:00

Name
IPv6
= |Pv4

Outgoing Count (now)

A

02/12 18:00

2026-02-12 19:45:00

= 2620:0:28b0:6

2620:0:280b0:64::8037:4677
2620:0:2800:64::8037:4667
2620:0:2800:64::8037:4673
128.55.70.148

::8037:467¢c
2620:0:2800:64::8037:4662
2620:0:280b0:64::8037:468¢
128.55.70.90

128.55.205.31
2620:0:28b0:64::8037:4675
2620:0:28b0:64::8037:4685
2620:0:28b0:64::8037:465f
2620:0:28b0:64::8037:4686
2620:0:280b0:64::8037:4650
2620:0:2800:64::8037:4693
2620:0:2800:64::8037:468e
2620:0:280b0:64::8037:4691
2620:0:28b0:64::8037:467b
2620:0:28b0:64::8037:465a
2620:0:280b0:64::8037:4656
2620:0:2800:64::8037:4688
128.55.70.95
2620:0:28b0:64::8037:4665
2620:0:280b0:64::8037:468d
2620:0:28b0:64::8037:466b
2620:0:280b0:64::8037:4687
128.55.70.119
2620:0:28b0:64::8037:465b
128.55.70.92

128.55.70.120
2620:0:2800:64::8037:465¢
128.55.70.146

128.55.70.102

128.55.70.110

128.55.70.103
2620:0:28b0:64::8037:4657
128.55.70.125
128.55.205.28
128.55.205.26
128.55.205.27

12.1Gb/s
12.0 Gb/s
1.6 Gb/s
10.3 Gb/s
101 Gb/s
9.62 Gb/s
9.34 Gb/s
9.06 Gb/s
7.21Gb/s
6.29 Gb/s
6.21Gb/s
6.18 Gb/s
6.16 Gb/s
6.05 Gb/s
5.78 Gb/s
5.77 Gb/s
5.60 Gb/s
5.57 Gb/s
5.53 Gb/s
5.39 Gb/s
5.36 Gb/s
5.30 Gb/s
5.27 Gb/s
5.27 Gb/s
5.5 Gb/s
512 Gb/s
5.02 Gb/s
4.96 Gb/s
4.75 Gb/s
4.74 Gb/s
472 Gb/s
4.67 Gb/s
4.52 Gb/s
4.45 Gb/s
4.42 Gb/s
3.70 Gb/s
3.42 Gb/s
2.33Gb/s
2.30Gb/s
2.6 Gb/s

0 02/13 18:00

Max ~
20.6 Gb/s
20.6 Gb/s
20.6 Gb/s
20.6 Gb/s

)0 02/13 18:00
Max

207 Gb/s
159 Gb/s

0 ESnet




Streaming From Detector to HPC: EJFAT

.ge/fﬂgon Lab 100Gbps | EJEAT 100G 80 I crsc)

ESnot Jefferson Lab FPGA Accalerated Transport

10

10

FABRIC

...We added compute nodes at ORNL
...And more compute nodes in FABRIC

With NO event loss.

23 ‘ ESnet



LHC/US-CMS: Strategic Location of Storage

« Future storage

resources Scenario 2 Details

B Us CMS Tier-1 Pledged CPU [kHS23] B US CMS Tier-2 Pledged CPU [kHS23] B US CMS Tier-1 Pledged Disk [PB] M US CMS Tier-2 Pledged Disk [PB]
concentrated at som
[ ] L]
[1er] site
3,000 CPU
J uture compute
2,000
resources
Concentrated at :
PN NI AR i it Rt L LSS F LIS TS

Tier2 sites

® Scenario 2 envisions deploying additional disk storage resources at Fermilab and processing
°
Re ly O nn etWO rk (CPU) at the universities to meet the Run 4 pledge requirements.
to | n te rco n n eCt e All decreases come from retirements of resources purchased 8 years previously.
h 10% increments in 2026, linear thereafter to meet the pledge goals in 2031.
t e tWO ® Long-term min CPU/Disk needs for Tier-1/Tier-2s in Scenario 2 need to be addressed.
Garhan Attebury on behalf of U.S. CMS Software and Computing Operations Program
HEPiX Spring 2026 at LIP in Lisbon | Topical Session with WLCG OTF April 21, 2026
24 . Content from: D. Hufnagel, M. Cremonesi, S. Dasu, L. Gray, T. Hacker, K. Lannon, J. Letts, D. Mason, A. Melo, and N. Smith Q Esnet



Evolution Of Data-Intensive Science

 Science DMZ enabled high performance file transfer
- DTNs
- Performant tools

- Now, we are running into the limitations of storage
- File transfer before job launch increases friction
- Storage layer is slow and expensive

- New workflows drive ever higher performance across
network boundaries

 But this only works if the whole path is performant

- Sites, Science DMZs, etc.
- NRENs in the middle

25
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In conclusion - ESnet’s vision:

Scientific progress will be completely unconstrained by the physical location of
instruments, people, computational resources, or data.

. ESnet
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Thanks!

Eli Dart https://my.es.net/

dart@es.net

https://www.es.net/
https://fasterdata.es.net/




